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ABSTRACT

Many applications today rely on location information, yetaliosing such information can
present heightened privacy and safety risks. A person’seef®uts, for example, may reveal
sensitive private information such as health conditionl&edtyle. Location information also
has the potential to allow an adversary to physically loecateé destroy a subject, which is
particularly concerned in digital battlefields.

This research investigates two problems. The first one igtime privacy protection in
location-based services. Our goal is to provide a desinggl i guarantee that the location
data collected by the service providers cannot be corethaith restricted spaces such as
home and office to derive who’s where at what time. We propyseviéraging historical lo-
cation samples for location depersonalization and 2) afigva user to express her location
privacy requirement by identifying a spatial region. Witlese two ideas in place, we develop
a suite of techniques for location-privacy aware uses d@tion-based services, which can be
either sporadic or continuous. An experimental system bas bmplemented with these tech-
niques. The second problem investigated in this researidtation safety protection in ad
hoc networks. Unlike location privacy intrusion, the acay here is not interested in finding
the individual identities of the nodes in a spatial regiomt, §imply wants to locate and de-
stroy them. We define the safety level of a spatial regionagiverse of its node density and
develop a suite of techniques for location safety-awarakihg and routing. These schemes
allow nodes to disclose their location as accurately asiplessvhile preventing such informa-
tion from being used to identify any region with a safety ldoever than a required threshold.

The performance of the proposed techniques is evaluatedghranalysis and simulation.
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CHAPTER 1. Introduction

With the continuous price dropping and miniaturization ospioning systems such as
GPS, more and more applications in wireless networks h&entadvantage of location in-
formation of wireless users and devices in their design @aveldpment. However, disclosing
location information can presents heightened privacy afety risks. In the aspect of pri-
vacy, physical destinations such as medical clinics maicatd a person’s health problems.
Likewise, regular stops at certain types of places may etirdirectly to one’s lifestyles or
political associations. In the aspect of safety, knowirgbsition of a wireless device allows
an adversary to locate and physically destroy the subjgat;hwis particularly concerned in
digital battlefields.

Our research in this thesis aims to address the above tipreaented by location exposure.
Specifically, we investigate two problems. The first ondoisation privacy protection in
the context of location-based services (LBSE)o use an LBS, a user needs to submit her
location to the service provider, which may not be trustiwpiih keeping the information in
confidential. Even if a user replaces her real-world idgntith a pseudonym, the anonymous
location information may still be correlated with restedtspaces such as house and office
for subject re-identification. Our research focuses onghiblem known asestricted space
identification and investigates location depersonalization for the paepf location privacy
protection. Specifically, given an anonymous locationldised in a service request, we want
to prevent an adversary from deriving who was in the locaaidhe time of the service request.

Toward this goal, we propose to explore users’ historicedtimn samples, each called a

footprint, for location depersonalization. A spatial region withdifferent footprints means it
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has been visited b different people. When a user requests a service, her tocigtreported
as such a region instead of her accurate position. Theredoes if an adversary manages to
identify all these visitors using restricted spaces, héneil know which of them was inside the
area at the time of the service request. In addition to looatiepersonalization, we address
the challenge of modeling location privacy requirement.tihe traditional/’-anonymity
model, a user needs to specify a valugas her privacy requirement. This is problematic,
because privacy is about feeling, and it is awkward for orsetde her feeling using a number.
Our solution circumvents this problem by allowing a userdenitify a public region, such as
a shopping mall, which she would feel comfortable that itegarted as her location should
she request a service inside it. This region is then used raprivacy requirement — each
location disclosed on her behalf needs to be at least as goaslthat area. Compared to
choosing a number ok, thisfeeling-basedtrategy provides a much more intuitive way for
users to express their privacy requirement. With the abde@d in place, we present a suite of
cloaking algorithms to depersonalize users’ locationldsed in both sporadic and continuous
LBSs. We evaluate the performance of our techniques vialations. Moreover, we have
implemented an experimental prototype for feasibility analcticality study.

The second problem investigated in this thesi®cation safety protection in the context
of ad hoc networksMany applications and protocols (e.g., LAR (1), DREAM (@RSR (3))
designed for ad hoc networks take advantage of node locatiormation for functionality
and scalability. Little work, however, has been done to detd the safety threat introduced
when nodes disclose their location information in a hoditeironment. Knowing a spatial
region contains a set of sensors, an adversary may comtptintbe area to locate and destroy
all of them. This threat is different from location privaaytiusion in the sense that here the
adversary is not interested in finding the individual ideesi of the nodes in a spatial region,
but simply wants to locate and destroy them.

The specific goal of thwarting the location safety threabimake it practically infeasible

for an adversary to find nodes’ accurate position based olotlagion information they dis-
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close in communications. An adversary can always comb gir@n entire region to destroy
the nodes located inside it, but if the area is very large,ctiat can be prohibitively high.
As such, we define theafety levebf a spatial region as the inverse of its node density. The
higher safety level a spatial region has, the less attedtiis for the adversary to attack the
nodes inside. With this concept, we developed a set of biged algorithms for nodes to
cloak their location in both stationary and mobile ad hoewoeks. Our strategy is to partition
the network domain into a number of safe subdomains that sradl as possible, and let
each node take the subdomain where it resides in as its npakix. To make subdomains as
small as possible, each subdomain is recursively splitrag & the resulted subdomains are
all safe. We evaluate the performance of our techniquesitiirdboth mathematical analysis
and simulation.

The above cloaking techniques protect nodes’ locationtyséig reducing their location
resolution. This, unfortunately, has a significant impactive geographic routing protocols
in ad hoc networks. We show that the routing operation of paftkwarding may allow an
adversary to refine a node’s location resolution, thus etwgrthe effect of location cloaking
on safety protection. To address this issue, we introducenaaoncept callegafe link A
network link is said to be a safe link if the packet deliveryotigh the link does not allow
an adversary to refine the sender and receiver’s locatiatutésn. Based on the concept, we
first propose a verification technique that allows a node terdene whether or not a link
is safe based on the received signal strength. Then, weapeaedecure geographic routing
protocol (LSR). LSR constructs a routing path using onlyedafks, and it delivers packets
to destination nodes without knowing their accurate lasainformation. To our knowledge,
LSR is the first ad hoc routing technique designed with boifkechanisms to support location
safety protection.

The rest of this thesis is organized as follows. We discusb#tkground and related work
in Chapter 2. We present our research for location privacylacation safety protection in

Chapter 3 and Chapter 4 respectively. Finally, we conclbggethesis in Chapter 5.
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CHAPTER 2. Related work

This chapter surveys existing techniques closely relatedutr work. These pieces of
work were also proposed to protect users’ sensitive inftongrom being revealed in the
disclosed locations in communications. In Section 2.1, resg@nt regulation and policy-based
approaches for safeguarding personal location informatimSection 2.2, we discuss existing
techniques proposed for anonymous uses of LBSs. In SecBow@ discuss a novel approach
which can be used for location privacy protection since ggloot need users disclose their
location for requesting LBSs. In Section 2.4 and 2.5 we asiltejectory perturbation and
trajectory anonymization used to prevent a user being ifileshtfrom a location trajectory
revealed in continuous LBSs respectively. In Section 2.6,present privacy protection in
opportunistic sensing and monitoring. In Section 2.7, w# shr focus on ad hoc networks,

and surveys existing anonymous routing protocols.

2.1 Regulation and policy-based approaches for location da

protection

Various efforts have been made toward safeguarding pdriEmadion data. On the legis-
lation front, laws and regulations governing collectior alstribution of the location infor-
mation of wireless subscribers have been or are in the ppafdming enacted in a number of
regions, including the United States, the European Uniond, Japan (4). Technical standards
for location data transmission have been investigatedéyjnternet Engineering Task Force’s

Geopriv working group (5). The group focuses on protocolgtesthat allow mobile devices
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to communicate their location in a private and secure fashio

Several policy-based approaches (e.g., (6; 7; 8)) havebasa developed for personal
location management, by which users can configure theirlendevices when and to whom
their location information can be released. The work in @8ulses on Automotive Telematics,
which are information intensive applications using moki#dicles as the sensing, computing
and communication platform. Dynamic data generated bymaobiles creates unique chal-
lenges for privacy protection. Unlike static data, whicls babe collected only once by any
interested party, dynamic data has to be collected repgdigda telematic service provider
to keep it up-to-date. Thus, continuously reporting lamainformation to the untrustworthy
service providers presents a serious threat on userscgriimthe proposed framework, user
can configure their privacy policy to withhold their precleeation information, and only re-
port accumulative information. For example, users are tiowvad to report their accurate
positions, but can report the mileage of their recent travel

The framework LocServ proposed in (7) lets users apply geipeticies to control distri-
bution of their information. The policies let users regtyi@ccess to their location information
in several ways: 1) Service type. A user only reports hertionan requesting certain types of
service. 2) Time limit. A user only reports her location atta® time periods, which can vary
on workdays and holidays. 3) Location limit. A user only repdner location in specified ge-
ographic areas. In addition, a standard xml format is defioedsers to submit their privacy
policy statement to validators which validate the usergmegice against system policy.

The work in (8) considers a ubiquitous computing environtwgrich contains a number
of services. Each service has a policy proxy which beacomnséhvice description and data
collection policies to every user entering the environméemton receiving a beacon, the user’s
personal privacy proxy extracts the policies from the beaand compares them with the
user’s own privacy preference. After the comparison, theapy proxy will help user to
decide whether accept or decline the service. Specifiaafigrvice is acceptable only if it can

support mechanisms to encode the location informationarctillected data and can enforce
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access restrictions based on the location of the personngantuse the data.
Although these approaches protect location privacy fronous aspects, they do not work
when users have to release their location information to gyp#hat is not trustworthy in

keeping the data in confidential.

2.2 Anonymous uses of LBSs

Just like regular Internet access, a user may not want toesttifctd as the subscriber of
some LBS, especially when the service is sensitive. To gelfdaaonymous uses of LBSs, the
user’s location disclosed to the service provider has torbegmted from being linked to her
identity. This problem was first investigated in (9), and luson is proposed by introducing
the concept of locatiof-anonymity in the context of LBSs. Locatidti-anonymity demands
that the user’s location information reported to the serpiovider should be indistinguishable
from at leastX’ — 1 other users. To achievi&-anonymity protection, the proposed scheme
reduces the accuracy of the location information alongialpahd/or temporal dimensions
before it is disclosed to the service provider. Specificallgen a client requests a service, a
guadtree-based algorithm is applied to compute a cloakixghmt contains the client and at
leastK —1 others, and then uses this cloaking box as the client’sitac#d request the service.

If the resolution is too coarse for quality services, tenapotoaking is applied, i.e., delaying
a user’s service request. When more mobile nodes come n#ee teser, a smaller cloaking
area can then be computed. The concept of locatieanonymity has since been improved
by a series of work. In the rest of this section, we review thetifferent categories.

Customizable location/k -anonymity: The work in (10) address the disadvantages of the
cloaking technique proposed in (9). First, (9) uses a systahe statick” value to anonymize
all users, which is unrealistic in practice as users tendaievarying privacy requirements
under different contexts. Instead, this paper introducegssdomizabld<-anonymity model

that allows each user to specify her own valuésofin addition, the quadtree-based algorithm
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used in (9) suffers from poor service quality because theigded cloaking boxes have low
resolution, while in this paper a CliqueCloak algorithmiisgosed to compute cloaking boxes
as small as possible. The algorithm first constructs a giaplhich a vertex corresponds to
a user’s location, and an edge between two vertices means/theorresponding users can
share a cloaking box. Then, the algorithm searches foretigd/ vertices and the minimum
bounding rectangle (MBR) of them is computed as the usengkihg box.

The work in (11) and (12) consider preventing an adversamnfrdentifying a subject
based on her historical moving pattern. These pieces of imtndéduce the notion diistorical
K-anonymitywhich defines the requirement to preserve locaticanonymity for a trajectory
of service queries submitted by the same user. Based ondfirstiibn, a spatial-temporal
cloaking algorithm is proposed. For each location update timjectory, a three dimensional
(two spatial dimension and one temporal dimension) MBR thatrossed by’ — 1 other
users is built and these MBRs form a cloaking trajectory.ddition, a probabilistic unlinking
technique is presented which prevents adversaries frdamgrihe service requests submitted
by a same user at different time.

Query processing with reduced location resolution:In an anonymized service query
received by a LBS provider, the location is cloaked into digpeegion. The cloaked location
information brings up the challenges of query processimg, how to provide efficient and
accurate LBSs based on the knowledge of the spatial regtberréhan the exact location
information. This issue motivates a series of work (13; B); 1n (13), a probabilistic model
is proposed to process the queries with cloaked locatian diadeneratesnpreciseanswers to
the user, each of which is a tudl&, P) whereS is the service content arféis the probability
that the answer satisfies the corresponding query. In addliti defines several metrics for
evaluating the quality of a service based on the imprecisears. These metrics allow a user
to decide whether she should adjust her cloaked locatiordierd@o obtain a better service.

The work in (14) addresses the challenge of processingegievier private data, i.e., the

location information of the querying target is also inaatar Specifically, this paper focuses
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on nearest neighbor (NN) query processing, and a grid-balggadithm is proposed to find
the minimum set of candidates for an NN query. The main idghealgorithm is to initially
select a set dfilter objects that can be used to prune the search over the whaié cleject.
With the filter objects, the algorithm can identify the sphtegion which covers all potential
answers to an NN query regardless of the exact location efctdjn their cloaking boxes.
The work in (15) focuses oh nearest neighbor (kNN) query processing, and it addresses
the challenge of query processing when the cloaked locatiaircular region. An algorithm
calledCkNN-Circis proposed to compute the candidate list of query resufisciically, the
algorithm partitions the circumference of the circularaktimg region into disjoint arcs, and
associates to each arc the data objects nearest to it. Iticaddi shows that compared with
guery processing on rectangular cloaking boxad\N-Circhas a higher overhead but it can
reduce the number of candidates, which means that usingjaircloaking box is preferable
in the situation when communication cost is more importaantprocessing cost.
Anonymous uses of LBSs in P2P environmentsin all the above techniques, a central
anonymization server is used as a trusted middle-ware eetwebile nodes and service
providers. The server tracks the movement of mobile nhoddscamputes cloaking boxes
upon requests. On the other hand, some pieces of work (188119; 20) have investigated
anonymous uses of LBS in fully distributed mobile peer-eipenvironments. Compared to
the centralized framework, the cloaking box computatioR2® system does not rely on the
anonymization server. Thus, it is free from the problem o¥eebottleneck or single point
of failure. In (16), before a user send a request to the LBSigen, she finds a group of
peers in her neighborhood via single-hop and/or multi-feaging. Then, the spatial cloaked
region that covers the entire group of peers is computedrdsdetion for requesting service.
The proposed P2P cloaking algorithm operates in two modes-tiemandn which mobile
clients execute the algorithm only when they need to recaue4tBS; 2)proactivein which
mobile clients periodically look around to find the desiredup of peers for cloaking. The

on-demand mode has lower power consumption, while the pveanode can achieve faster
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service response. The P2P system proposed in (17) is call@BINIDE. It manages the
mobile users with a hierarchical distributed hash tabletasy Chord architecture (21). In
addition, it employs the Hillbert space-filling curve to mtége 2-D user locations to a 1-
D Chord space. With the assist of such curve, peers can centipeir cloaking boxes by
choosing random groups @f users (including the service user) that are consecutivledn t
1-D space.

The work in (18; 19) assumes that users’ actual positiongpabdicly known. Thus, to
protect users’ anonymity, each cloaking box should havektsearingproperty, i.e., it must
satisfy that 1) at leask” users are contained by the cloaking box and 2) at |&asf these
users share the same cloaking box. The system PRIVE in (E8)the Hilbert transforma-
tion to generate a sorted 1-D sequence of all users. Theongtricts fixed partitions ok’
users each, and the minimum bounding rectangle (MBR) ohallusers in a partition is the
cloaking box for these users. To generate the fixed parsifiBRIVE implements an overlay
network which resembles a distributét -tree. Since every time the search for a cloaking
box starts from the root of the tree, the peer at the root canveeloaded. The work in
(19) focuses on the anonymity protection in continuous LB&®ere the adversary can attack
users’ anonymity based on their historical movement. Atititeal timestamp, the proposed
algorithm computes the service user a cloaking box whicliatos at least K users. Then, at
a subsequent timestamp, the algorithm computes a new npakx which encloses the same
set of users. The drawback of this technique is obvious. Assusove, the resulting cloaking
box can grow very large, leading to prohibitively low seeviguality.

Despite their difference, all the above P2P systems assusbdamodes trust each other
and require nodes to disclose exact location to their n@ighbIn contrast the technique
(20) allows nodes to collaborate in computing cloaking Isowghout having to reveal their
exact location. Specifically, the cloaking process comstaivo phases. In the first phade,
users (including the service user) are grouped togetharaiog to the proximity location

information, the distance between a user and its 1-hop beigh In the second phase, the
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bounding box of the group of users is obtained without expp#heir accurate positions. To
achieve this goal, the proposed technique extend Securé pauty Computation (SMC) (22),

and a public function is used for all the users in the groups&duaite a candidate bound with
their private positions while ensuring no users can leathitiahal information other than the
evaluation results.

All the above techniques described in this section are desi¢p preserve users’ anonymity
in service uses, but not their location privadyach cloaking box contains a set of users who
are currently inside the area. By correlating with restdcspaces, an adversary has the po-
tential to identify all these users. The adversary may nawkwhich of them requests the
service, but knows they are all inside the area at the timenwihe service is requested, thus
violating their location privacy. As compared to a singlerslocation, revealing the pres-
ence of a group of people together in a small area is even rngatening — it is well said that

"where you are and whom you are with are closely correlated what you are doing” (23).

2.3 Non-location exposure uses of LBS

The work in (24) proposes a novel framework to let a user tiyretownload location-
based information from a service provider without havingéport her location informa-
tion (either accurate position or cloaking box). The pragabsechnique does not need an
anonymizer. It is based on the theory of Private Informaiatrieval (PIR) (25), which al-
lows a user to privately retrieve information from a servatatbase, without letting the server
learn what particular information the user has requesteéci8cally, this framework imple-
ments PIR for nearest neighbor (NN) service requests baséldeoHilbert curve and on an
R-tree variant. It shows that for a server database whichagmsn: point of interests (POIs),
the user can securely find her NN by downloading,/n) of them.

This technique can be used to provide users location prigeatgction, since a user does

not need to disclose any location information to the serproider.For each query, however,
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this scheme requires a mobile client to download about thrasgroot of the total amount of
data stored in the service providerhis requirement will present a major burden to a mobile

client when the database is large.

2.4 Trajectory perturbation

A user’s time-series sequence of location updates credtageatory. One can associate
each location update with a different pseudonym; but usifigrdnt pseudonyms or simply
not using identifiers at all may not be effective, becauseessive location samples are highly
correlative and could be re-linked using trajectory tragkinethods. For example, Multi Tar-
get Tracking (MTT) (26) algorithms are a well-studied teicue to link subsequent location
samples to individual users who periodically report anoizgah location information.

Beresford and Stajano first proposed the conceptigfzong27) for trajectory perturba-
tion. Specifically, the network domain is partitioned infgphcation zones and mix zones.
Each application zone is a region registered by an LBS, argknaan report her location to
the LBS provider whenever she steps into the region. On tier biand, a mix zone is a region
not registered by any LBS, and a mobile user does not repoidgation when she is inside
a mixed zone. When there are multiple nodes inside the sameaonge, they exchange their
pseudonyms. After exiting the mix zone, these nodes stardeanew pseudonyms in location
updates, making it hard for an adversary to link incoming aumtgjoing paths of these nodes.

The above approach is restricted in many applications Isedatelies on pre-defined spa-
tial regions for pseudonym exchange, and users do not riqaartocations in mix zones. Hoh
and Gruteser (28) proposed another approach through pafiinsion. A trusted anonymizer is
employed to track the movement of mobile users. When it findsesusers’ paths are within
some threshold, it switches their pseudonyms. In addiiiorgplaces users’ original loca-
tions with perturbed location samples such that the adie(applying MTT algorithms) will

confuse the tracks and follows the wrong users. Specifidiléyproposed technique formal-
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izes the perturbation using an entropy-based model, arsthisenodel to generate perturbed
location samples in order to maximize the chance of confusio

Despite their difference, these approaches reduce, butaaprevent, location privacy
risks. A patrtial trace, or just a single location sample, can be @gfit for an adversary to

identify a user, thus knowing her whereabouts.

2.5 Trajectory anonymization

Anonymizing the trajectories of a given set of moving obgeleas been investigated re-
cently. In (29), itis shown that even if the users’ idenstage removed in a trajectory database,
the adversary can still assemble a user’s trajectory acuptd his partial knowledge, i.e., a
portion of location samples in the trajectory. The propoaednymization technique sup-
presses location information in the original trajectoryati@se wherever privacy leaks occur
and converts it to a secure published database. It showfarttizig the optimum set of location
samples to suppress is NP-hard, and a greedy algorithmp®ged to ensure that the adver-
sary cannot correctly infer the owner of any unknown locaiample with certain probability
threshold, while maximizing the similarity of the origin@hjectories to their corresponding
transformations.

In (30) Abul et al exploits the impact of position uncertgioh the trajectory anonymiza-
tion. Due to the imprecision of moving objects’ whereabogts., caused by GPS error),
the trajectory of a moving object is no longer a polylinet@asl it is a cylindrical volume,
where its radiug represents the possible location imprecision. The maitritorion of this
paper is the introduction of the concdpt, §)-anonymity, which anonymizes a trajectory by
having at least moving objects appearing within the cylindrical volume adliusé of every
moving object in the same period of time. To ensyike ¢)-anonymity a clustering algorithm
is proposed based @pace translationThe paper first proves that the problem of achieving

(k, 6)-anonymity by space translation with minimum distortioiNB-hard, and then proposes
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a greedy algorithm which represents the best trade-off éetveffectiveness and efficiency.

The work in (31) shares a similar idea of (30), but addresBesmpact of trajectory
anonymization on applications which rely on the publishechtion data. The anonymized
trajectories are 3D cylindrical volumes, but most data ngrand statistical applications work
on atomic trajectories which consist of location samplek atcurate coordinates. To address
this issue, a location reconstruction technique is applduch regeneralizes users’ locations
by randomly sampling from the cloaking boxes in a trajectdrge experiment results show
that although the reconstructed locations are differemfthe originated ones reported by
users, they only produces slight effect on the performahdata mining applications.

Fung et al study the privacy threats caused by publishin@Ri&ata in (32). Itis shown that
even if names and social security numbers has been remavadtiiie published RFID data,
an adversary may identify a target victim’s record or infer bensitive value by matching
a priori known visited locations and timestamps. Since RB#a is high-dimensional and
sparse, the challenge of anonymizing RFID moving objecta lies on how to improve the
cloaking resolution. The proposéds C-privacy model ensures that every RFID moving path
with length not greater thahis shared by at leagt — 1 other moving paths and the confidence
of inferring any pre-specified sensitive values is not gretitanC'.

In all the above trajectory anonymization schemes, eaatialied trajectory is traversed
by a set of users at the same time. As such, they share the sabtenp as the techniques

developed for anonymous uses of LBS

2.6 Privacy-aware opportunistic sensing and monitoring

Opportunistic sensing and monitoring systems (e.g., (8333)) have been proposed to
leverage users’ mobile devices to measure environmentdexb In these systems, appli-
cations can task mobile nodes in a target region to repotiegbimformation (e.g., traffic

conditions, pollution reading) from their vicinity. Howex the location information revealed
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in the report can put the privacy of users at risk. In (36), &dip et al present a privacy-
aware opportunistic sensing system cakewnySenseavhich features a two-layer protection
of users’ privacy. In the first layer, the proposed technigagitions the network domain
into many tiles, each being a region thgtusers typically visit within a short time interval,
and lets each node report its location at a granularity e$tiln the second layer, reports are
aggregated to ensure that several reports are combineckssioding context information to
applications. As a result, this system allows applicatiorgeliver tasks to anonymous nodes
and eventually collect reports from anonymous nodtas.unclear, though, how mobile nodes
are updated with the latest tessellation information. Thappsed system also assumes that
each report is an independent event. It does not protecapyiwhen a user’s location updates
form a trajectory

In parallel to the above work, Hoh et al address the locatiorapy risk in traffic moni-
toring system (37), trying to shorten the time period thataldversary can successfully track
a probe vehicle. To achieve this goal, they proposed a sybts®ad on Virtual Trip Lines
(VTLs). A VTL is a geographic marker that indicates where higke needs to make a traffic
report (with its location). For privacy protection, thesankers are placed to avoid particularly
sensitive areas. Their distances are also made large etopgevent a user’s consecutive lo-
cation updates from being re-linked as a trajectory. Intimitia distributed temporal cloaking
scheme was proposed which reduces timestamp accuracy rangeed -anonymity protec-
tion. Specifically, it replaces a VTL timestamp with a timendow during which at least
K updates were generated from the same VHbwever, this approach cannot be used for

location privacy protection in LBS because the placemeNIdfs is pre-determined.

2.7 Anonymous routing in ad hoc networks

An ad hoc network consists of a set of nodes, either statyoaamobile, which com-

municate with each other through packet relaying. Becatikmwocost and easy setup, such
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networks are often deployed in hostile environments su@namy terrain where no commu-

nication infrastructures exist. In addition, many apgimas developed in ad hoc networks

are security sensitive, such as military battlefield openat homeland security scenarios, and
rescue missions. As a result, security issues in ad hoqwgphtive drawn intensive attention

recently.

Traffic analysisis one of the most serious security attacks against ad hdogouBy
tracing the network routes and the en-route nodes, the satyezan infer sensitive information
about the applications and the communicating parties, asctodes’ identities, locations and
moving patterns. To thwart the above threat, a number ofyanons routing protocols have
been developed in literature. In this section we review thedifferent categories.

Protecting traffic pattern in ad hoc routing: The adversary in some ad hoc network has
global observation of the network traffic and wants to idgrkie routing paths of data packets.
Knowing traffic pattern of communications the adversary daduce sensitive information
such as military actions. To address this threat, Jiang it €d8) proposed Dynamic Mix
Method (DMM) which is extended from the traditional Chaumx method (39) used to hide
sender and receiver of email. They assume that there are bemwhmix nodes distributed
over the whole network. When a node has a packet pendingaittses for the mix node
to forward the packet by executing a mix discovery protoatled Optimal Mix (OM). This
protocol is similar to Dynamic Source Routing (DSR) (40)d @constructs a routes between
source and destination with a set of mix nodes in betweerceStach mix node re-encrypts
the packets it forwards, the routes are untraceable fordteraary.

Kong et al in (41) proposed an anonymous on-demand routiowpqol called ANODR
which does not rely on the predetermined mix nodes in the evtwFor route discovery, an
Onion-based (42) routing algorithm is proposed to consan@nonymous route between the
source and destination. During data delivery, each hop ete lis associated with a random
route pseudonym. As a result, the data packets on diffecening paths are mixed at each

forwarding node so that it is hard for the adversary to findvdutre a packet flow comes from
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and where it goes to.

Different from the above two papers, the work in (43) addtBssanonymous routing in
MAC-layer communications. It considers the case that therexist multiple groups of nodes
in the network. Nodes within a same group communicate with esher and they do not want
to be identified by nodes of other groups. Thus, the challénigew to construct communica-
tion links between group members without revealing theeniities. The proposed technique
employs a trusted authority who assigns each node a sufficlarge set of collision-resistant
pseudonyms. These pseudonyms are chosen to substitul® iealommunications in order
to prevent adversary from tracking. In addition, a pairbaged secret handshake scheme is
used to anonymously authenticate two nodes in the same gralipstablish the correspond-
ing communication link.

Protecting source location in ad hoc routing: Another track of research (44; 45; 46)
considers the sensor networks that are deployed for degegtid monitoring valuable sources.
The sensors around a source continuously send reports ginkewhile an adversary can
trace the data flow hop by hop backward to discover the sourcé44; 45), Ozturk et al
show that a simple strategy to address this issue is to le¢ $ake sources generate messages
at the same time in order to confuse the adversary. Howdvwesnsumes too much energy
and is not suitable for sensor networks. On the other haeg,itiiroduce phantom flooding
which attempts to direct messages from a source to difféoeations of the network so that
the adversary cannot receive a steady stream of messagasKdte source. Specifically, a
message is first unicasted in a random fashion (referred tana®m walk) within the first
hops, and then the message is flooded to the sink. Thus, eadageetraverses a different
path to the sink.

The work in (46) addresses that the scheme based on randdmwiaé above two papers
can prevent adversary from tracing back to the source, lugémerated routing path may
be much longer than the shortest path to the sink, which leadadesirable delivery time.

To cope with this problem, this paper proposes the cyclicapmient method (CEM). In this
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approach, several loops are generated after the deployhtm sensor network and before
sources send any messages to the base station. When a missbagey routed along a
path from the source to the sink and it encounters one of theseonfigured loops, the
encountered loop will be activated and will begin cyclingdamessages around the loop.
Therefore, when an adversary arrives at this spot, he calstoiguish the real message and
fake messages, and then becomes unable to track back further

Protecting nodes’ location in position-based routing: In general, the techniques in
the above two categories consider topology-based rou#ind,they assume the adversary
locates nodes based on their signal strength (e.g., usamgytiation (47; 48; 49)). In contrast,
the work in (50; 51) focuses on position-based routing, drassumes the adversary can
compromise some node and thus access the location infemathodes that they disclose in
routing protocols. Since location information is the dniyifactor in position-based routing, it
is more challenging to prevent the adversary from deriviodes’ sensitive information from
their locations.

The work in (50) aims to unlink the nodes’ identities to tHerations during geographic
routing. An anonymous greedy forwarding (AGFW) technigsigioposed to achieve this
goal. In this approach, each node maintains an anonymoghklyai table, where the neigh-
bors’ identities are not known but pseudonyms are usedaddst®uring data delivery, the
packet header includegi@pdoorfield which can only be opened by the destination. When a
node receives a packet, it can determine if it is the destinatsing the trapdoor. Otherwise,
it forwards the packet to its neighbor closest to the destina

AGFW unlinks a node’s identity to its locations using psewgs. However, similar to
the traditional geographic routing protocols (e.g. GPSRR {Brequires each node periodically
broadcast its accurate position to its neighbors. In (51),atal argue that such periodical
heart-beat makes a node highly traceable and it's muchrdaasibtain a node’s ID based on
its trajectory. To address this issue, they propose an anoay geographic routing protocol

called AO2P, which does not require the time-based posiépart. During packet forwarding,
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only the destination’s position is open, and a contentiaseld scheme is used to choose the
next hop. Specifically, once a previous hop sends out a paitketeighbors compute their
distance to the destination, and the ones closer to thendésth have a higher probability
to win the contention and become the forwarder. This appraan suppress the location
information revealed in routing, meanwhile it can generatges with small number of hops.
Despite their differences, anonymous routing techniqued@prevent an adversary from
identifying important nodes in the network. They do not detl the safety threatimposed by

the exposure of nodes’ location information.
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CHAPTER 3. Location privacy protection in LBSs

In this chapter, we present our research that investigatzgibn privacy protection in
the context of location-based services. As we discussedhapter 1, location information
exposed in service requests presents users significaatptivreats. To address this issue, our
research objective is to prevent a user’s location infolmmatkither a single location sample
or a time-series sequence of them, from being correlatddredtricted spaces to derivdno’s
where at what timeTowards this goal, we make following contributions.

1) We propose using historical location samples, eachaalfeotprint, for location de-
personalization. A location or a trajectory wikhdifferent footprints means it has been visited
by K different people. Even if an adversary manages to idenlijhase people, he will not
know who was there at the time of the service request, thuseprimg the user’s location
privacy. 2) We address the challenge of modeling locatiorapy requirement. With the tra-
ditional K-anonymity model, a user needs to specify a valu&'db request a desired level
of privacy protection. This is problematic, because pyviacabout feeling, and it is difficult
to scale one’s feeling using a number. Our solution circumteséhis problem by allowing a
user to identify a spatial region, such as a shopping mali¢chvehe would feel comfortable
that it is reported as her location should she request aceemside it. This region is then
used as her privacy requirement — each location disclosdteobehalf needs to be at least
as popular as that region. Compared to choosing a numb&t, diis feeling-basedtrategy
provides a much more intuitive way for users to express fhraiacy requirement. 3) With the
above ideas in place, we present a suite of algorithms fareffi location cloaking. These

techniques allow users to entertain LBSs, either sporadtomtinuous, while providing them
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a desired level of location privacy protection. We evalubh&eperformance of our techniques
via simulation under various conditions using locatioradatnthetically generated based on
real road maps. For feasibility and practicality evaluatiwve have also implemented an ex-

perimental prototype that supports location privacy aweses of LBSs.

3.1 Feeling-based privacy modeling

Our research aims at preventing location information disetl for LBS requests from
being used to derive who's where at what time. More spedificglven a cloaking box
reported at time for an LBS, we want to prevent an adversary from identifyirtgovwas in
b at timet by correlatingb with restricted spaces such as home and office, which arécpubl
accessible information. Unlike existing work aimed at suipg anonymous service uses, we
do not consider observation attack. When a user is undeastaibservation, she does not have
location privacy anyway. As mentioned early, ensuring edchking box contains a number
of current users can protect users’ anonymity in servics,usé not their location privacy. To
circumvent this problem, our idea is to leverage histotimedtion samples for cloaking. Given
a cloaking box that has been visited by a number of peopla €& adversary manages to
identify all these people, he will not know who was in the bo¥he time of service request.

To customize the level of privacy protection, a user cani$pawalue of K': each cloaking
box disclosed on her behalf must have at Idagdifferent visitors. A larger value ok’ makes
it harder to link the box to some specific user, thus meaniriglzen level of protection. While
this traditional K -anonymity model (52; 53) is simple to implement, choosin@ppropriate
K value can be difficult. Why would a user feel that her privacwell-protected ifK' = 20,
but not if K = 19? Ultimately, privacy is about feeling, and it is awkward fore to scale
her feeling using a number. A user can always choose a ldrtgeensure a sufficient privacy
protection, but this will result in unnecessary reductiétogation resolution. A very coarse

location will make it difficult to provide a meaningful LBSh laddition to this inherent K-
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anonymity problem, another issue has to do with the robgstimeprotection. Ensuring each
location has been visited by at ledstifferent users may not provide privacy protection at the
level of K. Indeed, it can achieve so only when théSe@sers have an equal chance of visiting
the region, i.e., they leave the same amount of footprintiserarea. In reality, a spatial region
may be visited by many people, but some may have a dominasgmpce. For example, if an
LBS is requested from an office, then the office staff is mdw&yito be the service requestor,
even if the office has many visitors.

Instead of & value, a user can specify a spatial region, which we willredeas goublic
region and request that the location disclosed on her behalf least&s popular as that region.
For example, a user may choose a shopping mall in town as béc pegion. As compared to
choosing a number, choosing a public region provides a muk intuitive way for a user to
express her privacy requirement. We refer to this approafdeting-basegrivacy modeling.
The challenge now is how to measure the popularity of a dpatigon. As mentioned above,
simply using the number of visitors for popularity measueamis not sufficient, because
the presence of these visitors in the space may not be urefbriio address this problem,
we borrow the concept antropyfrom Shannon’s information theory (54). Suppose we can
collect location samples from cellular phone users. Thesation samples, each called a

footprint, can then be used to measure the popularity of a spatialregidollows.

Definition 1. Let R be a spatial region and'(R) = {uy, us, - - - , u,, } be the set of users who
have footprints ink. Letn; (1 < ¢ < m) be the number of footprints that userhas inRk, and
N = 37", n;. We define thentropyof R asE(R) = — > " | % log %, and thepopularityof
RasP(R) = 280,

The value ofE/(R) can be interpreted as the amount of additional informateeded for
the adversary to identify the service user fréffi?) when R is reported as her location in
requesting an LBS. According to the above definition, we HaveP(R) < m. P(R) has the

maximum valuen when every user it¥ (R) has the same number of footprintsin On the
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other handP(R) has the minimum value when one usetSifiR) hasN — m + 1 footprints in
R while each of the rest has only 1. We have the following twoeobations. FirstP(R) is
higher ifm is larger. In other words, a region is more popular if it hagengsitors. Second,
P(R) has a lower value if the distribution of footprints is moressled. If some users are
dominant in the regionf’( R) will be much less tham:. In this caseR needs to be enlarged
to contain more users in order to have a required popularity.

Let R be a user’s public region. When the user requests a spor8@cwhere the request
can be seen as an independent event, we can find a cloakindpdtokX)tcontains the user’s
current position, 2) has a popularity that is no less tRaR), and 3) is as small as possible,
and then report this box as the user’s location. When thernesgiests a continuous LBS, a
time-series sequence of cloaking boxes will be reportetiftren a trajectory. In this case,
simply ensuring that each cloaking box has a popularity se teanP(R) does not protect
the user’s location privacy at her desired level. This is tuthe fact that the adversary can
narrow down the list of possible service users by finding imamon visitors of these cloaking
boxes. To prevent such attack, we must use the footprinteeocf@mmon set of users, instead
of all visitors of the regions, in computing the popularifyeach cloaking box. We define the

popularity of a spatial region with respect to a given sets#ra as follows.

Definition 2. Given a spatial regiork, and a user setV = {uy,us, -+ ,unw} C S(R), the
entropyof R with respect toU is Ey(R) = — E;’il + log &7, wheren; is the number of
footprints thatu; has inR, and N’ = Eﬁl n;. Thepopularityof R with respect toU is
Py(R) = 2Bv(B),

When a sequence of cloaking boxes are generated on a udeali$, lnee must ensure that
the popularity of each cloaking box with respect to the comrmset of visitors is no less than
that of the user’s public region. In other words, the trayectormed by these cloaking boxes

must be &-Popular Trajectory(PPT), which is formally defined below:
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Definition 3. LetT = {R;, Rs,--- , R,} be a sequence of cloaking boxes generated for a
user, andS(R;) (1 < i < n) the set of people who have footprintsit. We sayT is the
user's PPT if for each R;, it satisfies that 1)?; covers the user’s position at the time when
R; is disclosed, and 2Ps(R;) > P(R), whereS =, _,_,, S(I;) and R is the public region

specified by the user.

Given atrajectoryl’ = {R;, Ry, - - - , R}, we define its resolution to §&| = =147

n H

where Area(R;) denotes the area of bak;. For location privacy protection, a trajectory
formed by the location samples disclosed on a user’'s behadt e a PPT. Meanwhile, its

resolution needs to be as fine as possible to guarantee thiy gfithe required LBS services.

3.2 Location cloaking techniques

With the feeling-based privacy model in place, we presemtlocation cloaking tech-
niques for location privacy protection in this section. Wetfgive an overview of the system
architecture and database indexing. Then, we presenteaduitoaking algorithms to sup-
port location privacy protection in both sporadic LBSs andttuous LBSs. For the latter,
we discuss trajectory cloaking under two scenariodndgdvancecloaking when the client’s
moving trajectory is predetermined before the serviceigedsegins; 2)On-the-flycloaking

when the moving trajectory is unknown beforehand.

3.2.1 System overview

Similar to existing work (e.g., (9), (10), (14)), we assunmaife clients communicate with
LBS providers through a trusted central location depersateaon server (LDS) managed by
the clients’ cellular service carriers, as shown in Figue J-or LBSs that require user au-
thentication (e.g., for service charges), we assume anoanymauthentication (e.g., (55), (56),
(57)) is used. The carriers offer the depersonalizatioviees as a value-added feature to their

clients, and supply the LDS with an initial footprint databahat contains location samples
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collected from their clients (e.g., through regular phoaksy. These location samples will be
used to compute the popularity of a spatial region and fgedtary cloaking. Hereafter, we
will use terms location sample and footprint interchandyeabhe footprint database will be

expanded with the location data obtained from mobile usetisdir requests of LBSs.

Cloaked region

|
D ! —b= Location &
I - g Request

|
|
|
: & Request
_—
| — .
| Answer : Answer
|
Location :
| Base o e
D | . Depersonalization|
Station
| Server
Users \—— _ _ _ _ _ _ _ __ __________ I
Trusted cellular infrastructures Untrusted facilities

Figure 3.1 System architecture

We assume the adversaries have access to anonymous laztaaollected by LBSs and
are interested in finding who was where at what time by cdirglasuch information with
restricted spaces such as office and home addresses. Foy WBiSh may involve a large
number of users and have a global coverage, such restriggee sdentification is probably
the most realistic and economic way for location privacyuston. Unlike service anonymity
protection, we do not consider observation attack (9). ladwersary has direct observation
over the region where a user locates, the user does not heatelo privacy anyway.

Our research considers location cloaking for both sporaBigs and continuous LBSs. In
the former, each location update of a user is independerthey® The LDS needs to cloak
it with a region no less popular than the user specified publjon. In the latter, location
updates of a user in a service are correlated and they forajextiory. The LDS needs to
cloak it with a PPT defined in Section 3.1. To facilitate thealing process, we use the
following structure of manage the historical location data

We partition the network domain recursively into cells inead-tree style. The partition-

ing stops when the size of cells becomes less than a thre@holdimplementation sets each
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cell to be at least00 x 100 meter?). All the cells generated in the partitioning form a pyramid
structure as shown in Figure 3.2. Suppose the partitiortmggsat theh!” recursion, then the
pyramid has a height di. The top level in the pyramid is level 1 and has only one gritl ce
that covers the whole network domain. Each grid cell exdeptanes at the bottom level is
composed of four cells at the next lower level, which we rébeas its child cells.

Cell table
uid | num

Footprint table
> uid | pos | tlink

Trajectories

Figure 3.2 Data structure

Each cell at the bottom levélkeeps a footprint table and a user table. The footprint table
stores the footprints the cell contains, and each tuplesttiatble is a record dluid, pos, tlink),
whereuid is the identity of the mobile user that a footprint belongsite is the coordinates
of a footprint, andt/ink is a pointer that links to the corresponding trajectory esioin the
database. The user table records the number of footprirgsrehas in the cell, and each tuple
of the table is a record dfuid, num), wherenum is the number of footprints the user has in
the cell. For each cell not at the bottom level, we also keepsea table, which is derived

from the user tables corresponding to its four child cells.

3.2.2 Single location sample cloaking

For instant LBSs, a mobile client configures her privacy nenent by specifying a public
region R, and report it with its locatiop to the LDS. In response, the LDS calculates the

popularity of the public regio®(R), and computes a cloaking box which contairend has
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a popularity no less thaff(R). For the sake of service quality, the size of the cloaking box
should be as small as possible. Cloaking footprints is @ffefrom cloaking neighboring
users since different footprints may belong to the same usaloaking box containingy
footprints may not have a popularity &f. Thus, existing cloaking techniques using current
neighbors cannot be directly applied for cloaking footfwinIn this section, we present a
heuristic algorithm to the cloaking box with a resolutiorfiag as possible. The pseudo code

is given in Algorithm 1.

Algorithm 1 Cloak({p, P(R))

: {Phase I: compute searching Box
b’ < the cell that containg
while P(b') < P(R) do
{get cells at bottom level adjacentid
E « Adjacent(', h)
{merging the cells irt with &'}
V<~ VUFE
update user table of
end while
{Phase II: compute cloaking bgx
k= [P(R)]
. F' + k closest footprints belonging to different users
. U <« corresponding users of footprints ih
: b < MBB of footprints in F’
: while P(b) < P(R) andU # S(V') do
k' =[P(R)— P(b)]
for i =1tok’ do
f <« the footprint closest tp not belonging td/
F« FU{/}
U < U |J {user corresponding t6}
end for
b < MBB of footprints in F’
. end while
Cif U = S(b')andP(b) < P(R) then
b < MBB of all footprints in¥’
. end if
: returnb

[

e NOdR DN

NDNNNMNNNNNRERRPERREREREREPRPRE
NOARWNEPOO®NDTNRE®WNEO

The cloaking algorithm consists of two phases: (l) the LD8dia searching boX with
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a popularity no less thaf(R) according to the user tables of the cells in the bottom level;
(I using the footprints in the searching béx the LDS computes the cloaking béxvhich

has a popularity no less thah R) and has an area as small as possible. In phase | (line 1-9),
the LDS first sets the searching btixas the cell at the bottom level of the pyramid which
contains the client’s positiop, and computes its popularity(b’) according to its user table.

If P(b') < P(R), which mean#’ is not popular enough, the LDS expands the searching’box
by merging it with its adjacent cells at the bottom level, apdates its user table by computing
the union of the user tables of the cellshin The searching box is expanded repeatedly until
its popularity is no less thaR(R) (line 3-9).

In phase Il (line 10-27), the LDS first finds = [P(R)] closest footprints tg each
belonging to a different user, and records the footprinasét and the corresponding user set
asU. Then the LDS computes the minimum bounding box (MBB) the £k footprints and
compute its popularity. IP(b) < P(R), the LDS findst’ = [ P(R) — P(b)] closest footprints
to p each belonging to a different user who is notinand updateg¢’ andU by adding these
footprints and corresponding users. Next, the LDS recatesd as the MBB of the footprints
in F' and the above process is run repeatedly uatl) > P(R), or U = S(b') which means
all people visited’ have been counted (line 15-23).Uf= S(') but P(b) < P(R), the LDS

computes the cloaking bdxas the MBB of all footprints ird'.

3.2.3 In-advance trajectory cloaking

In a continuous LBS, a mobile client makes a time series semuef location updates
which form a trajectory. In response, the LDS needs to gémexacloaking box for each
location update, and make sure these cloaking boxes tagetime a P-Popular Trajectory
(PPT). Comparing with single location cloaking, trajegtoloaking is more challenging. As
mentioned in Section 3.1, simply having each cloaking bop@sular as the public region

cannot ensure the protection of the client’s location myvalnstead, the LDS has to make
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each cloaking box popular enough with respect to a commoaofagter. In the rest of this
section, we focus on how to address this challenge in t@jgatioaking. We first discuss
in-advance cloaking scenario, in which the service usewsrtter moving route beforehand.

As the moving route is predetermined, when the service ugengs the service request,
she also reports base trajectoryly, = {p1, ps,- - , P} to the LDS, in whichp; is a location
sample on her route where she will update her location. jmoese, the LDS computes a PPT
T = {b1,bs,---,b,}, Whereb;, is a cloaking box containing;. During the service session,
when the client arrives;, b; will be reported to the LBS provider in requesting servigethis
subsection, we present a trajectory cloaking algorithrhdkaerates a PPT with resolution as
fine as possible.

According to its definition, to generate a PPT, the LDS hasiid & common set of users,
which we refer to agloaking setand use their footprints to compute cloaking boxes in the
PPT. It may first appear that the LDS can determine the clgedemn, denoted a$, by finding
the set of users who have footprints closest to the starting pf the service user. This simple
solution minimizes the size of the first cloaking box. Howeas the service user moves, the
users inS' may not have footprints that are close to her current posi#s a result, the size of
the cloaking boxes may become larger and larger, makingfituli to guarantee the quality
of LBS. To address this challenge, our idea is to find thosesusko have footprint close to
all the location samples in the base trajectfiyyand use them to create the cloaking set. Based
on this idea, we develop the following approach to compuectbaking set. The pseudo code
is given in Algorithm 2. The LDS first finds out all cells at thettom level of the pyramid
that overlap with7j’s location samples. These cells, denoted.as < i < n), are marked
assearching boxefine 2-4). According to the cells’ user tables, the LDS thettieves the
users, say/, that have visited all of these searching boxes, and contpeiepopularity with
respect to/. Among all the searching boxes, if there exists at least onese popularity
with respect taJ is less thanP(R), the LDS expands the searching scope by merging each

searching box and its adjacent cells together as a new segitmbx. Then, according to the
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user tables of the searching boxes, the LDS recalculatessiéreset/ who have visited all
of them. This process is repeated until all searching bagxegularity with respect t&' is no

less thanP(R) (line 6-15). Then[J is selected as the cloaking set.

Algorithm 2 Select-In-Advancé(,, P(R))

{Base trajectoryly = {p1,p2, - ,Pn}}
fori=1tondo

b, < cell that containg;
end for
U Miicn S(57)
while 3i € [1,n]|Py (b)) < P(R) do
for i = 1ton do
{get cells at bottom level adjacentig
E; + Adjacent(b, h)
{merging the cells irt; with b}
b, < b, U E;
update user table of
end for
U= Micicn S(07)
: end while
: returnU

=

eNT RN

e o i i el
Qg ®®NREO

After choosing the cloaking set, the LDS generates a PPT impating a cloaking box for
each location sample ify, using the footprints of users iii. Given a locatiorp;, 1 < ¢ < n,
the LDS can simply call the function in Algorithm 1 to comptite cloaking box. The only

difference is that the LDS counts only footprints of userg’in

3.2.4 On-the-fly trajectory cloaking

In this subsection we discuss on-the-fly cloaking scenariahich the service user does
not know her moving route beforehand. When the service wesgrests an LBS, she also
informs the LDS dravel boundB, a rectangular spatial region that bounds her travel during
the service session. In response, the LDS randomly gesexagrvice session ID and contacts
the service provider. After establishing a service sesshanservice user periodically reports

her current location to the LDS. For each location update LfdS computes a cloaking box
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which contains the service user’s current location, anagsphis box along with the session
ID to the corresponding LBS provider. The LDS must ensurettietrajectory created by the
sequence of cloaking boxes is a PPT that satisfies the useesprequirement.

Similar to in-advance cloaking, the LDS has to find@aking sein order to generate the
PPT. But on-the-fly cloaking is more difficult. The challenigehat the service user’s route
is not predetermined, and thus the LDS cannot figure out wiamerints will be closer to
the service user during her travel. Therefore, it is hardrtd & PPT with a fine resolution.
To address this challenge, our idea is to find those users av® \isited most places in the
service user’s travel bounB and use them to create the cloaking set. As these users have
footprints spanning the entire regiah it will help generate a PPT with a fine resolution.

Recall that in Section 3.2.1 we present a pyramid structurelwmanages all historical
location data in the network domain. Here we say a usépigpular within B, if she has
footprints in every cell at level that overlaps with3. According to the pyramid structure,
cells at level with a largelrhave a finer granularity. This implies that given/gmopular user,
the larger the value of is, the more popular the user is. Figure 3.3 shows an example i
which a network domain is partitioned into a 4-level pyrarfiitiere are 1, 4, 16, 64 cells at
each level respectively from top to bottom). It also showsaal boundB and the footprints
inside it. The footprints in different colors belong to éifént usersu, u,, andus are three
2-popular users withi® because they have footprints in the two cells at level 2 opthramid
which overlap withB; u,, u3 are two3-popular users withirB since they have footprints in
all four cells at level 3 that overlap witB; only u3 is 4-popular since she is the only one who
has footprints in all the sixteen cells at level 4 that oyedath B.

Based on the above definitions, we now present a simple aectigf algorithm that can
find an appropriate cloaking set which can assist generatifBT with fine resolution. The
pseudo code is given in Algorithm 3. In this algorithm, the $Borts the users i§(B)
according to their popularity at levé] and selects the most popular usersSiB) as the

cloaking set, starting from the bottom to top of the pyranidt C; denote the set of cells at
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Figure 3.3 A travel bound and footprints inside

levell in the pyramid (] the set of cells ir’; that overlap withB, andsS; the set of users who
are/-popular withinB. The LDS first findsS;,. Since level is the bottom level, these users
are the most popular users ${B). To find S}, (i.e., the users who have visited all the cells
in C}), the LDS simply joins the user tables of these cells on coluid (line 6-7). Next,
the LDS computes the popularity &f with respect taS, using their footprints inB. If the
popularity Ps, (B) is less thanP(R), it means that cloaking with the footprints of the users
in S;, cannot provide the desired level of privacy protection far service user. In this case,
the LDS considers the cells one level higher, i.e., lével 1 (line 9), and computeS;_; and
Ps, (B) similarly. This procedure is repeated until at some léuble popularityPs, (B) is

no less tharP(R) (line 3-10).

The above algorithm goes over the pyramid level by level flmttom to top. If a user is
[-popular within B, it must also b&! — 1)-popular withinB. Thus, each time the algorithm
checks the cells at a higher level, the cloaking set is expadutalinclude more users. As long
asP(R) < P(B) (i.e., a user’s public region is at most the same popularasotrher travel
bound), the algorithm will find a sufficient number of visgowithin B for the cloaking set.

In the worst case, all users #(B) are included in the cloaking set. On the other hand, if

P(B) < P(R), the LDS does not need to find a cloaking set. It can simply egea spatial
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Algorithm 3 Select-On-The-Flyi§, P(R))

1: U « (0{U keeps the cloaking skt

2. < h

3: while U € S(B) and Py(B) < P(R) do
4.  {Get cells at level overlapping withB}

5. C] < Owverlap(C, B)

6:  {Join user tables af;] by columnuid}
7. T <« Join(C}, uid)

8 U<+ S+ Twuid

9 I+ 1l—-1

10: end while

11: returnU

region that contain® and has a popularity no less th&iR), and always report this region
as the user’s location as long as it moves ingide

Similar to in-advance cloaking, during the service sesstonLDS will generate a PPT by
computing a cloaking box for each location update from theise user using the footprints
of users in the cloaking séf. Given a locatiorp, the LDS can simply call the function in
Algorithm 1 to compute the cloaking box. The differencesdietwo points. First, the LDS
only counts footprints of users iri. Second, when expanding the searching box (Algorithm

1 line 4-7), only the adjacent cells i® are merged.

3.3 Simulations

In this section, we evaluate the effectiveness of the preghteschnique under various con-
ditions using location data synthetically generated based real road map. We modify the
simulatorNetwork-based Generator of Moving Obje¢®8) to generate mobile nodes and
simulate their movement on the real road map of Oldenburgn@ey, a city about5 x 15
km?. The GUI of the simulator is shown in Figure 3.4. We extractrftypes of roads from
the road map, primary road (interstate expressway), secgndad (state road), connecting
road and neighborhood road as defined in census TIGER/L®)elfbour simulation, mobile

nodes change their speeds at each intersection, and thagrspaed on a road follows a nor-
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mal distribution determined by the road type. The mean speaad the standard deviations
of moving speeds on all road types are listed in Table 3.1. ¥verate a footprint database
that contains a certain number of trajectories, which astggasd to 2000 users. The num-
ber of trajectories each user has follows a normal distiobutvith a standard deviation 0.1.
These trajectories are indexed using the grid-based agipiiacussed in the Section 3.2.1.
We evaluate the performance of our techniques for botheinghtion cloaking and trajectory

cloaking, which we will present in the rest of this sectiospectively.

Mobile Obpects Generakbor

wagwn | Loas Cortigurssen | GrawNobi Gbiscrs |
GareraeTrce | Mo Ooiets by st | smuwe |
Map Losded fram MapuRdenburg _ﬁ
Map containg joints 6105
Map contains roads 7035 _ﬂ

Figure 3.4 Generator of moving objects
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Table 3.1 Traffic parameters

| Road type | Mean speed Standard deviatiof

Primary 100km/h 20km/h
Secondary 60km/h 15km/h
Connecting 45km/h 10km/h
Neighborhood  30km/h S5km/h

3.3.1 Single location sample cloaking

In this study, we investigate the performance of singletiocacloaking algorithm. For
each simulation, we generate 300 service requests. Evefigseequest contains the service
user’s position which is randomly selected from the locasamples in the database, and a
public region which is a square region that contains thetjwsi For each request, a cloak-
ing box is computed using Algorithm 1, and exposed as thasenser’s location. We are
interested in two performance metrics. Onelisaking area defined to be the average area
of cloaking boxes generated for the set of request in a stioulaThe other one igrivacy
level defined to be the average popularity of the cloaking boxesvaiied the size of a public
region, measured by the side length of the square regiom, fi®to 250 meters, and plotted
the performance results in Figure 3.5. Figure 3.5 (a) shbvaswhen the size of the public
region increases, the average cloaking area increasesisIdue to the fact that a larger pub-
lic region is likely to contain more people’s footprints ahdve a higher popularity. Thus,
a cloaking box needs to be larger to satisfy a higher leverighpy requirement. In Figure
3.5(b), besides the privacy level, we draw another line Wimdicates the average number of
users who have visited the cloaking box computed for a reéqueswe can see, both lines
are incremental with respect to the size of public region the number of visitors is always
larger than the popularity of the cloaking box. This reshtiws that the number of visitors of

aregion is not a good measure of the privacy level the regarmpeovide for the service user.
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Figure 3.5 Performance of single location cloaking on tHeogfof privacy re-

guirement

3.3.2 Trajectory cloaking

We evaluate the performance of both in-advance cloakingaamthe-fly cloaking. For
comparison purpose, we have implemented two other appesachhe first one, which we
will refer to asNaive assumes the location updates made a service user are naeep¢o
each other. For each location update, Naive just appliesriilgn 1 to compute a cloaking
box, and reports it as the service user’s location in herigerequest. Note that this scheme
may not protect a user’s location privacy at her desired le¥®n she makes a time-series
sequence of location updates. The second approach isegferrasPlain hereafter. This
scheme determines the cloaking set for the service usersidingi the footprints closest to
her start position. After fixing the cloaking set, AlgoritHnis applied to compute the cloaking
boxes for the service user during her entire service sesbmmeach simulation, we generate
a number of service sessions. Every session contains apesafied public region, a travel
bound, and the user’s moving route which is the fastest petilvden a start and a destination
selected in the travel bound. For in-advance cloaking, Wecsa location sample every 100

meters along the moving route and these samples form this bsse trajectory, and the PPT
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is computed according to the base trajectory using Algorith For on-the-fly cloaking, we
assume the moving routing is un-predetermined, and the PR®mputed according to the
travel bound using Algorithm 3.

In our study, we are mainly interested in the following twafpamance metrics. One is
cloaking area defined to be the average area of cloaking boxes in a cloakajegtory. The
other one igrotection level Given a cloaking trajectory, we measure its protectiorlleging
the ratio between the average popularity of its cloakingasoxith respect to the common set
of users who have visited all of them and the popularity ofuker specified public region.
Clearly, the protection level must be at least 1, otherwisectoaking trajectory fails to protect
the service user’s location privacy at the required lewethe following subsections, we report

how the performance of the techniques is affected by vafextsrs.

Table 3.2 Simulation parameters

parameter range default unit
Users # 2000 2000 unit
Public region size 50 - 250 150 meter
Trajectory # 100K — 300K 200K unit
Travel bound size 2—-6 4 km
Travel distance 2—-6 4 km
Service requests # 300 300 unit
Minimum cell size| 100 x 100 | 100 x 100 | meter?

3.3.2.1 Effect of privacy requirement

This study investigates the impact of privacy requiremeet, {the popularity of the public
region specified by a service user) on the performance ohtiee techniques. We generated
300 service requests. Each request has a travel bound ef 4km? square region, and the
travel distance of the corresponding user during her sesassion ig km. Each service user
specifies her public region as a square region which contenstart position. The size of

a public region, measured by the side length of the squak@ried from 50 to 250 meters.
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The performance results are plotted in Figure 3.6. Figus&a). shows that when the size of
the public region increases, the average cloaking arear alidibe schemes increases. This
is due to the fact that a larger public region is likely to @ntmore people’s footprints and
have a higher popularity. To satisfy a higher level of privaequirement, a cloaking box
needs to be larger to include more people. This study alsashivat Plain always has a
much larger cloaking area as compared to the other appreadies scheme does not take
user popularity into consideration when selecting a usdraking set. When some unpopular
users are selected in a cloaking set, the cloaking boxesajedefor the future movement
of a service user will become larger and larger in order taaiarall users in the cloaking
set. Moreover, we can see in Figure 3.6 (a) that On-the-flyldrger cloaking area than In-
advance. This is due to the fact that In-advance cloakirectethe cloaking set according to
the predetermined base trajectory, and thus the users tidaking set must have footprints
close to the moving route. On the other hand, On-the-fly ¢chapgelects the cloaking set using
their footprints in the travel bound, and thus it cannot guée they have footprints close to
the moving route. Comparing with the other three schemeweN®s the smallest cloaking
area. This scheme does not consider the correlation of tladiclg boxes in a trajectory, just
cloaking each location with a bounding box that is as smafiassible and has a popularity
no less than that of the public region. The problem is, singplyuring that each cloaking box
satisfies the privacy requirement does not protect a usevaqy at her specified level. This
is confirmed in Figure 3.6 (b). It shows that the protectiarel®f Naive is constantly lower
than 1. As for the other three schemes, they all guarantééimactual protection level is no

less than required.

3.3.2.2 Effect of travel distance

In this study, we investigated the impact of travel distamcehe performance of the three

techniques. In each simulation run, we set the public regoal50 x 150 m? square, and
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Figure 3.6 Effect of privacy requirement

generated 300 service requests. The travel distance edMaom2 km to 6 km, and accord-
ingly the side length of travel bound is varied fr@avkm to 6 km. The performance results
are shown in Figure 3.7 (a) and (b). Figure 3.7 (a) shows thaé¢uall schemes except Naive,
the average cloaking area increases as the travel distacreases. However, In-advance per-
forms the best while Plain performs the worst. The reasomnbleis explained as follows.
When the travel distance is larger, the trajectory of theiserser tends to traverse through a
larger region. It is more difficult to find a cloaking set thithe users have footprints close to
every location update in the moving route. Since In-advaheaking always finds the users
who have footprints closest to the base trajectory, the rg¢ee PPTs tend to have a finer
cloaking resolution. As for On-the-fly and Plain, cloakisgniot based on the predetermined
base trajectory. In general, the more unpopular usersdedin the cloaking set, the more
difficult it is to generate a PPT with fine resolution. Plaimfpems worse because in average
it includes more unpopular users in a cloaking set. On therdtand, the cloaking area under
Naive remains almost constant as the travel distance chaiiige due to the fact that Naive
assumes each location update is an independent event. ¢fotogation update, it simply

finds the nearest footprints to cloak. As such, the cloakneg & irrelevant to the number of

www.manaraa.com



39

location updates in the trajectory. Again, this approaaimoca be used for location privacy
protection when a user has to report her location periogigak service session. Figure 3.7
(b) shows the protection level of Naive decreases as theltdistance increases. Since each
location update is cloaked independently in Naive, a loriggectory tends to have a less
number of users who have visited all cloaking boxes in thedtary, and thus has a lower
popularity with respect to this common set of users. In @stfrthe privacy level under none

of the other three schemes is much affected by the variancava distance.
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Figure 3.7 Effect of travel distance

3.3.2.3 Effect of footprint database size

This study investigates the impact of the number of trajgesan the footprint database
on the performance. We varied the number of trajectoriebéndatabase from 100,000 to
300,000. The performance results are plotted in Figure 8.&rd (b). It is shown in Fig-
ure 3.8 (a) that all schemes have better cloaking resultsvine database contains more
trajectories. Clearly, more historical trajectories m#wat more footprints collected in a fixed
spatial region. As aresult, a smaller cloaking box may baipms enough to meet the privacy

requirement. By adding a service user’'s moving route to #ialzhse for future cloaking, our
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technique can generate better cloaking results. Thisreatakes it especially attractive for
large-scale LBS that consists of a large number of useraur€&ig.8 (b) again shows that the
protection level of Naive is constantly lower than 1. On thieeo hand, the protection level

under all the other schemes is always above 1.
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Figure 3.8 Effect of database size

3.4 Experiments

We have implemented an experimental system based on theiqaehpresented in the
previous sections. The prototype, calledation privacy aware gatewafl. PAG), has two
software components, client and server. Client is implasgin C# using .Net Compact
Framework 1.0. It runs on Windows Mobile 2003 platform and veee tested it with two
types of mobile devices, HP IPAQ 6515 and HP IPAQ 4310 as showigure 3.9. The former
is a smart phone with a built-in 4-channel GPS receiver. Tédveceé communicates with the
server through AT&T's GPRS wireless data service. As long iaswithin the region covered
by the carrier’s service network, it can stay connectedécstrver which is located in our lab.
The other type of client device, namely HP IPAQ 4310, is a lagoocket PC which connects

with the server through our university’s campus wirelessvoek, which limits its roaming
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area to be within our campus. To make it position-aware, wedlguit with an external 16-
channel GPS receiver, which provides position informatiwaugh bluetooth connection. The
server component is implemented in C# using .Net Framewdrklimanages the historical
location data and corresponding indices using MySQL 5.0 cdmaks mobile clients’ location
updates using the proposed techniques when they request LiB&seperate research project,
we have aimplemented a location-based service systend eddtestit(60). This system allows
one to publish a geo-referenced note, each associated gathgraphic region and delieved to
a user when the user arrive at the region. In our experimenglgo plant a number of spatial
messages in our campus and let a user entertain the servisédqul by ePostit through the

LPAG.

Figure 3.9 Client devices

Our test of LPAG consists of a location sampling phase, dwvhich we collect users’
footprints for location depersonalization. We create a bernof client accounts, and carry
the devices and have a walk around the campus, during whicteahices makes periodical
location update to the server. After a trajectory is codgcive randomly choose a client from
the accounts created before, assign the trajectory to thetchnd save it in the trajectory

database in the server. In our testing of LPAG, we specifycengular region in the campus
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as the public region, and have a walk in the campus with a malaVice. During the walk,

we send a sequence of queries to the server, each with o@ntywsition. For each query,
the server generates a cloaking box using the proposedigeehrand forwards it to ePostit.
In response, the service provider delivers all the messatpese bounding boxes overlap
with the cloaking box to the server, and the server forwandbe client only the ones whose
bounding box contains the client’s current position. Inftiiwing subsections, we introduce

our system’s user interfaces and discuss the experimestalts collected in our field tests.

LPAG Server
Bla Edt Vew Hgtory Bookmaks ook telp :
W' C X w [ [rosmmicesteteed > - [Grlooe 5 oy Al

T pammelor B PammeiOr University Bivd_
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Figure 3.10 Server and client interface

3.4.1 Server and client user interface

Figure 3.10 (a) shows the server interface. Every time theeseeceives a query from a
client, it computes a cloaking box as the client’s locatiomequesting the service. Then, the
server displays the cloaking box and the client’s positiorilee map. As the example shown
in this figure, two clients and their cloaking boxes are digpbl on the campus map.

When a mobile device is powered on, the client finds out theeotiposition and then

connects to the server. After initialization, the screeoveha local map as its background
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and marks the client’s position by a small face icon (seefei@.l0 (b)). At the beginning of
a service session, the client can set the public region bkinlj the touch screen to specify
its top-left corner and bottom-right corner, and embed thigip region in the query packet.
In the example shown in Figure 3.10 (b), the client specifieslibrary as her public region
which is marked by the red rectangle. In our experimentstriwel bound is set as the whole
campus. Then, during the session, the client can chooseitmpally update her location or

manually update whenever she wants (see Figure 3.10 (c)).

3.4.2 Experimental results

We first examine the system resources used by our code ruaningbile devices.

CPU utilization: We measure the CPU utilization of our client code on the goharie
using Xda pps (61), which allows one to monitor the CPU usdgdl the processes running
on a smart device. When the device is idling with no moventaetCPU utilization is about
1%, indicating that reading GPS position (every one second} dot take much computation.
When the client moves around but does not make any locatidatapwe observe that the
CPU utilization is in between% — 12%, as our code redraws the client’s position on the map.
When the client communicates with the server (e.g., looatipdate, message delivery), the
CPU utilization is in betweemn0% — 25%.

Memory and storage: Our client executable is only 120KB by itself. Since it is Ibui
on the .NET Compact Framework 1.0 and OPENNETCF 1.4, additid.5MB and 580KB
files from the two platforms are needed, respectively. Wheming, our system has a mem-
ory footprint of 5.1MB, which is less that0% of available main memory on HP IPAQ6515
(57.78MB) and HP IPAQ4310 (56.77MB). On both devices, outecoan run simultaneously
with other applications such as media player and Internabesr.

We also examine two performance metrics which affect theiliseof our system.

GPS accuracy: Because of position deviation of the GPS receiver, the josieported
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to the server may be different from the actual position ofiant! If the position deviation
is large, the bounding box computed by the server may notaotite client’s position, and
the client may get the false query result (missing or dowatilogtwrong messages). In our
experiments, we have tested the accuracy of the two type$& i@ the campus area. The
smartphone we use has a built-in 4-channel GPS, while trerreatGPS bundled with the
pocket PC has 16 channels. To calculate the position, a Gie%/ee needs to have signals
from at least 4 satellites. In general, the more channeléadl@, the more accurate position
it can compute. Our tests show that the 16-channel GPS hasessweror in average and 8
meters error in maximum. While the 4-channel GPS performsevolt has 7 meters error
in average and 14 meters error in maximum. These tests tedigat in the worst case the
server should expand the boundary of the cloaking box by ltgnmi¢o ensure the cloaking
box contains the client’s actual position, and the boundiog of a message should not be
smaller thanl5m x 15m.

Response time:The interval between the time a client sends a query and e $she
receives the query result consists of four parts: 1) the tirtekes to deliver the query from
the client to the server, 2) the time the server uses to caartpatcloaking box, 3) the time for
the server to send the cloaking box to the service providérereive candidate messages from
the service provider, 4) the time it takes to download thelteg messages from the server
to the client. Our experiments show that the server comph&esloaking box usually in less
than 10 ms. In addition, the transmission speed betweerethiersand the service provider is
also very fast ¢ 4M B/s) since they are connected with a high speed LAN. The bottlene
is the communication between the client and the serverpagt 1) and 4). The smartphone
we use connects to our server via AT&T's GPRS, while the Polekeconnects to our server
via our campus’s WLAN. In our test, we create a number of ngEssasome with simple
text messages (1-5KB) and short audio clips (10-30KB), avthie rest with video clips (100-
300KB). Our tests show that for messages with simple texaadib clips, the smartphone and

pocket PC can download them with a delay of less than 1 seaquh8 aeconds, respectively;
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for the messages with video clips, the pocket PC has a mini@laly of 5 seconds while
the smartphone has a latency of more than 20 seconds. THigistlicates that for cellular
phones, our system is more appropriate for light-weightsagss. Fortunately, this will not

be a problem with the continuous development of broadbamelegs services provided by

the cellular carriers.
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CHAPTER 4. Location safety protection in ad hoc networks

In this chapter, we present our research which investigategion safety protection in ad
hoc networks. As discussed in Chapter 1, the location sétfedat is considered particularly
in digital battlefield, where enemy can locate and destrogtevork node using its location in-
formation revealed in communications. This threat is défe from location privacy intrusion
in the sense that here the adversary is not interested im§jrile individual identities of the
nodes in a spatial region, but simply wants to locate andaleghem. In terms of counter-
measure, the two threats actually appear to be oppositetoather. For privacy protection,
we want a subject to be accompanied by as many others as lpos&ils, however, is coun-
terintuitive from the safety point of view, because the mooeles a spatial region contains,
the more attractive for an adversary to destroy them alltteage

Our research goal of location safety protection is to allmsles to reveal their location
information, yet make it practically infeasible for the agdsary to locate them based on such
information. Towards this objective, we make the followicantributions. 1) We proposed
to reduce location resolution of nodes’ disclosed locatmachieve a desired level of safety
protection. Instead of revealing its accurate positionpdencan report that it is inside some
geographic region — cloaking box. 2) We address the challehgomputing a cloaking box
with cost-effective solutions in the context of both statioy and mobile ad hoc networks. 3)
We investigate the impact of location cloaking on the gepli@routing protocols, and we
proposes a novel location secure routing (LSR) protocottvis able to deliver data packets
efficiently, as well as prevent adversary from compromisiages’ location safety according

to the routing information. In the rest of this chapter, westfpresent our cloaking techniques
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in Section 4.1, and then we present the location securengpptiotocol in Section 4.2.

4.1 Location cloaking for location safety protection

We consider an ad hoc network formed by a set of sensor nogeésyed in a hostile
environment, where communications among the nodes maydietopan adversary. The ad-
versary is interested in collecting the location inforroatievealed by the nodes, then locating
and destroying them. This safety threat cannot be fully atef by the means of message
encryption (50) and anonymous routing (38; 41; 43). Endoypinakes a message intelligible
only to its destination, but works only if the intended reeig is trustworthy. Anonymous
routing shares the same problem. By making routes untrésagprevents an adversary from
identifying important targets like a command post througgh ¢ollection and analysis of data
flow and traffic pattern. But it does not thwart the direct #tseimposed by the exposure
of nodes’ location information. In reality, a node may betd®ged whenever it is located,
regardless of its importance.

Knowing that a certain region contains a set of sensors, dkeraary can always comb
through the whole area to uncover them. However, if the argary large, the searching cost
can be prohibitively high. In light of this observation, wepose reducing location resolution
to achieve a desired level of safety protection. Insteadwdaling its accurate position, a node
can report that it is inside some geographic region, whichwillerefer to as a cloaking box.
Given a cloaking box, we measure gafety levelhs the ratio of its area and the number of
nodes inside it. The higher safety level a cloaking box Heesldss attractive for the adversary
to search the nodes inside it. When a cloaking box’s safel exceeds some threshold, it
can be considered safe for release — the adversary wouleradile to search because of high
cost.

The challenge is how to compute cloaking boxes. First, etmdking box must satisfy

the minimal safety level requirement, meanwhile it must besmall as possible in order to
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minimize the impact of reduced location resolution on thHieieihcy of network operating and
applications. Second, nodes must be able to compute tlogikiolg boxes without having to
reveal their accurate position. Finally, a sequence ofkihgaboxes must not be correlated
to identify an area whose safety level is below the requirgm@&his is due to the fact that
the adversary may be able to collect many cloaking boxesajt finst appear that a node can
simply broadcast to query its nearby nodes about theirilmtaand then identify the smallest
region that meets the safety requirement as its cloaking Bbis strategy, however, requires
nodes to report their exact location, a security breachghatild not be allowed in a hostile
environment. In addition, determining the query broadoagion itself is difficult. When the
node queries a region, it actually reveals that it is ingideregion. If the region’s safety level
is not sufficient, the nodes inside the region are all in dange

To address the above challenges, our idea is partitionangetwork domain into a number
of safesubdomains that is as small as possible, and let each nagléheakubdomain where it
resides as its cloaking box. A subdomain is safe if its sd@éatgl is no less than the minimal
required level. To make subdomains as small as possible,sedclomain is recursively split
as long as the resulted subdomains are all safe.

Based on the above idea, we have developed a novel cloakimgitgie for location safety
protection. Next, we will introduce the concept of safetyeleand the requirement of location
cloaking, followed by our cloaking algorithms for both staind mobile ad hoc networks. As
we will show, our algorithms do not require nodes to revealrtaccurate position. In fact,
we guarantee that the safety requirement is satisfied f@cation information they disclose.
We also show that even if all cloaking boxes reported by n@deknown to the adversary,

they cannot be correlated to refine an area that violatesafeeygequirement.
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4.1.1 Safety level

We assume the adversary locates the nodes by collectingnahdzeng their location dis-
closed in communications, but not combing through the ntvdmmain (e.g., physically
explore the domain and detect communicating nodes withiraidio range). To avoid from
being located, nodes reduce the resolution of their lonatirmation. Specifically, when-
ever a node has to disclose its location, it reportdoaking box a geographic region that
contains its current position. Given a cloaking Boxwe define itsafety leveasS(b) = %,
whereA(b) denotes the area 6f N (b) denotes the population éfi.e., the number of wireless
nodes insidé.

Reducing location resolution can provide a desired leveldéty protection to an ad hoc
network. We say the network is protected at a safety level ibfduring its life time, the
adversary cannot find any region in the network domain whasetys level is less thaf.
Simply ensuring that each cloaking box reported by nodesahasnimal safety level of)
does not guarantee that the network is protectédetel, because the adversary may collect
multiple cloaking boxes and correlate them for attack. @mershree cloaking boxes showed
in Figure 4.1. Even if each box has a safety level,ofhen combined, the safety level of their

concatenated region is less than

b2

o

bs

Figure 4.1 Correlation attack

Let b be a cloaking box to be disclosed by a node at tipend B = {by,bs, - ,b,,,} be
the set of all cloaking boxes revealed by nodes in the netwef&re timet. To protect the

network’s safety af level, the following two conditions must be satisfied:
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1. S(b) > 6,

2. b cannot be combined with any subset®fsayB’ = {b},b,,--- ,b,.} C B, such that
S(U_ % Ub) = 6

The first condition ensures that each cloaking box has ayskfetl no less thad. The
second condition is to guarantee that any combination aikihgy boxes also has a safety
level no less thaA. In other words, the adversary cannot corretabgth any cloaking boxes
disclosed previously to identify a region whose safety lleskess thard.

Clearly, a cloaking box needs to be as small as possibleubeazoarse location infor-
mation will result in inferior performance of routing pratas and applications. On the other
hand, it must not reduce the desired level of network safedyeption. The challenges of
computing such a cloaking box are twofold. First, it must benputed without having to
request other nodes’ accurate position. In fact, wheneverde disclose its position, it can
only report a cloaking box, which must also meet the two gafjuirements. Second, a node
generally cannot know all cloaking boxes other nodes haselased, making it difficult to

prevent the correlation attack.

4.1.2 Location cloaking techniques

In this section, we present our algorithms for cloaking bormputing in stationary and
mobile ad hoc networks. Without loss of generality, we asstime network is deployed in a
rectangular domai® and the required level of network safety protectio,isvhereS(D)

(i.e., the safety level oD) > 6. Our basic idea is to partition domain recursively into a
number of subdomains, each having a safety level of at teabhe partitioning of a subdo-
main is always along its longer dimension. If two dimensiaresequal, then always split on
the horizon. Figure 4.2 illustrates the processing of parting. Initially, D is partitioned into
two equal subdomain®; andR,. The partitioning is recursive in the sense that a subdomain

is further partitioned into two new subdomains as long as Hadety levels are no less thén
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For instanceR; is further partitioned intd?;; and R,», and SoR;5 into R15; and R;2,. The
process of partitioning creates a binary partitioning {i-tree), which records the domain
hierarchy. The root of the BP-tree is of depth one and eadiitipaing creates a new level.
At the end of partitioning, each node takes the leaf subdoyanich cannot be partitioned
further, as its cloaking box. An important characteristiad@P-tree is that, given the root
domainD and a leaf partitior?, a node can compute all subdomains in the path ffdoto P.
For example, a node iR;3; knows that pattD — Ry — Ry — Rio1.

We now consider how to do such partitioning in a fully distitdéd environment, where
each node needs to compute its cloaking box without knowihgranodes’ exact position. In
the following subsections, we first present our solutiond@tationary ad hoc network, and
then extend it for a mobile ad hoc network, where the movemiembdes requires the domain

partitioning to be adjusted dynamically.

Domain D EI -<—— root node

I
|
|
Ru | Ra R
|

Figure 4.2 Example of BP-tree

4.1.2.1 Cloaking for stationary ad hoc networks

Suppose nodes are deployed simultaneously (e.g., didiny an airplane) in a target do-
main D. For each node, its initial partitioR is set to beD. Starting at time 0, the nodes refine
their partition distributively as follows round by rounch éach round, each node broadcasts

aPLUSpacket within its own partitior®. The format of the packet is°? LU S, seqnum, P),
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wheresegnum is a global unique number used for dropping the redundarkepatiring the
broadcast (62). By counting the number of different packetsceives, a node knows the
number of nodes inside its current partitiéh Let i be the number of the different packets.
P’s safety level can then be computed¥$) = @. If S(P) < 2 -0, the node take® as
its cloaking box (i.e., leaf subdomain). Otherwise, it d&s its current partitio®® into two
equal halves (according to the rules discussed earlieryetsé to be the one that contains its
current position. When a new round of refinement starts,aatdcast§ PLU S, seqnum, P)

to find the number of nodes insideéand computes the safety level Bf Each node repeats

this process until the safety level of its current partitistess thare - 6.

(0,0) X
>
T n;_ | N
I O I nm O
ln, | O
| | o)
| © 0, | Cg Ng
| 2| Ng
| O I O N1o
___ﬂ___4 ________
1O N4 :
: On5|
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| |
| |
Y L |

\j (1,1

Figure 4.3 Example of location cloaking in stationary ad hetworks

Algorithm 4 is the pseudo code for each node to find its clogkiox. All nodes start to
execute this code right after they are deployed (at tighe Since nodes have no idea of the
actual position of neighbors, we assume simple floodingesl dier regional broadcast. That
is, when a node receives a packBtLU S, seqnum, P), it rebroadcasts the packet if it is inside
P and has not seen this packet (based on seqgnum). Othervaiseply drops the packet. Note
that in each round of partitioning, a node needs to wait foeréain time period’’. This is to
collect PLUS packets sent by other nodes in the same partiBoce the broadcast delay is

proportional to node population, we can preset the init@kwwg time to some value (e.dly)
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and then cut 50% each round.

Algorithm 4 Cloak for stationary ad hoc networks

S-Cloak(, 0) Il executed by each node

. p < my current position

seqnum < my unique id

P+ D

T+ 1T,

: while truedo

send packetP LU S, seqnum, P)

wait(T) {wait until PLUS packets collection are finished

1 + the number of PLUS packets collected
9 s« @ {GetP’'s safety level

10: if s > 260 then

NN E

11: P « Partition(P,p) {get the half partition that contaip$
12: T+ %L

13: else

14: returnP

15: endif

16: end while

In the above process, a node reveals its location informatids PLUSpackets. For each
(PLUS, seqnum, P) packet,P’s safety level is guaranteed to be no less thabet P’ be P’s
parent partition, we hav8(P’) > 2 - 6, since a node will not proceed to the next round of
partitioning unless the safety level of its current pastitis at leas2- 6. Thus, even if all nodes
in P’ are actually located insidB, P’s safety level is still no less thath As a result, each
partition disclosed satisfies the safety requirement. Hoersive domain partitioning also
makes correlation attack impossible because, given anypastitionsP; and P, either they
do not overlap at all or one contains the other completelyar\example, consider Figure 4.3.
Suppose ten nodes are distributed in a square domdin Bf, and the safety requirement is
0 = 5. We present a partition in the form @fr1,y1), (22, y2)], where(z1, 1) denotes the
position of its top left corner, an@rs, y-) for the bottom right corner. In the first and second
rounds, the safety levels of the partitions are all largant}¥. In the third round, each node
in partition [(.5, 0), (1, .5)] finds out that the safety lewlits partition is%, which is less
than26. Thus, they stop the partition process and use [(.5, 0)5{]l as their cloaking box.

Similarly, in the fourth round, nodes, n, andnz determine [(.25,0),(0.5.5)] as their cloaking
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box, and in the fifth round, node, andn; take [(.25, .5),(.5, 1)]. As we can see, nodes in a
denser region tend to have a larger cloaking box.

It is possible for an adversary to compromise some node dntidend multiple PLUS
packets to falsify cloaking results. This does not jeoaadne safety level of a cloaking box,
but artificially enlarges the cloaking box size. Such atteak be prevented by authentication
techniques (63; 43). The idea is to add a certificate fieldenRhUS packet. The certificate
field allows a node to verify the sender of a packet and thusctiétmultiple PLUS packets
have been sent from a same node. Alternatively, a comprammsde may stay silent, not
sending any PLUS packets. In this case, the number of PLUEseceived is less than the
actual population inside a partition. This approach, h@redoes not reduce the safety level
of those uncompromised nodes since they rely on the actudBRiackets they receive for
cloaking. Ultimately, the adversary is interested in loggand destroying the uncompromised

nodes.

4.1.2.2 Cloaking for mobile ad hoc networks

Location cloaking in the presence of node mobility is morallgmging. Right after the
network is deployed, each node can find its initial cloakiog bsing the domain partitioning
technique discussed in the previous subsection. One mivaoge is the minimal safety level
that governs when a subdomain should be partitioned furtBeen a partitionP, its safety
level S(P) downgrades when a node moves into it. Given the requiredyskefeel 0, the
maximum number of nodes allowed I is n,,,, = L@J. Thus, to ensuré(P) no less
thano before P is merged with some other partition$(”) must be at least - ¢, whereq,
referred to as”’s safety coefficient, is equal tg*=e=. Therefore, the domain partitioning
procedure goes to a subdomainonly if the safety level of its parent partition is no lesarth
2a0 - 6.

We now consider how to adjust the domain partition dynarics nodes move in and
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out of their cloaking boxes. After the initial partitioningach node knows its partition and
uses that as its cloaking box. When nodes move, they mothigéar dwn movement against
their current partition. If a node, say/, moves out of its current partitioR, it notifies the
nodes inside of’ by broadcasting them BE AV E message,LEAV E, seqnum, P). When
receiving such a message, each node inBidemputes’s new safety level. If(P) > 2«a-6,

it calls S-Cloak, ) to split P, and determines its new cloaking box.

Algorithm 5 Cloak for mobile ad hoc networks
M-Cloak(@)//exucte by each node

1: {monitor my movement against current partitiBn

2: if crossing the boundary d? then

3:  [/lupdateP
4:  send packetL EAV E, seqnum, P)
5. N(P)« N(P)-1
6: s Al
7-
8
9

N(P)
if s> 2a -6 then
wait(T) {wait until LEAVE broadcast is finished
: S — Cloak(P,0) {split P}
10: endif
11: /ffind new cloaking box
12: {listen and eavesdrop ADVERTISE packet o'}
13:  send packd&t/OIN, seqnum, P")
14: N(P')« N(P)+1

15: s — %

16: if s<a-0then

17: wait(T) {wait until JOIN broadcast is finishéd
18: while truedo

19: P’ + parent partition of’

20: calculate safety level @ {as the same as is S-Cldak
21: if S(P') > «-0then

22: setP’ as new cloaking box

23: end if

24: end while

25:  endif

26: end if

In addition to notifying its leaving)/ also needs to find its new partition and announce
its coming to the nodes in the partition. We assume that eadle m a partition”’ peri-
odically broadcasts an ADVERTISE messagéDV ERTISE, seqnum, N(P'), P'), where
P’ is its current partition. After receiving an ADVERTISE ssage withP’ that contains its

current position,M takesP’ as its current cloaking box, and then broadcasts a JOIN mes-
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sage,(JOIN, seqnum, P"). Upon receiving a JOIN message, each node ingitieom-
putes the new safety level @t'. If S(P') < « -6, P’ is not safe enough, each node takes
the parent partition of”’ as its new cloaking box, and then broadcasts a MERGE message,
(MERGE, seqnum, P"), where P” is the parent partition of’. When the nodes i®”
receive the MERGE message, they calculate the safety Iével’dy broadcasting PLUS
message iP”. If S(P") > « - 0, the nodes insidé” take P” as their new cloaking box.
Otherwise, they repeat this merge process until they findritipa whose safety level is at
leasta - 6.

The pseudo code of the cloaking update algorithm is givenlgoAthm 5. To illustrate
this process, we use the same example in section 4.1.2.1.tdDie effect of the safety
coefficienta, the initial cloaking box of4 andns is [(.25,.5), (.5, 1)] as shown in Figure 4.4
(a), which is different from that in the stationary netwoB8uppose the node, moves out of
its cloaking box. Whem; receives the LEAVE message sent/by it recalculate the safety
value of its cloaking box a§, which is larger thara - 0 = % Thus, this partition is splitin
half andn; will find its new cloaking box as [(.25,.5), (.5,.75)]. In atidn, after receiving the
JOIN fromny, nq, no andns recalculate the safety value of their cloaking bo>§93vhich is
smaller thany - 0 = 2—14 Thus, they broadcast MERGE messages in the parent paitihne
current cloaking box. As a result;, ny, nz andny will use partition [(0,0), (.5,.5)] as their
new cloaking box, which is shown in Figure 4.4 (b).

In the above process, a node reveals its location informatigpackets LEAVE, AD-
VERTISE, JOIN and MERGE. For each packet(@fE AV E, seqnum, P), the location in-
formation in the packet cannot be used to locate the sendaube the sender is outside
In addition, an ADVERTISE packet is broadcast in the sesdeldaking box, whose safety
level is guaranteed to be no less tifam MERGE packet is broadcast in the parent partition
of sender’s cloaking box, whose safety level is also no leasd. Comparing with LEAVE,
ADVERTISE and MERGE, JOIN packets involve a safety problgvinen an adversary eaves-

drops a JOIN packet df/OI N, seqnum, P), it knows the population oP increases by one.
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Figure 4.4 Example of location cloaking in mobile ad hoc reks

Thus, if the adversary receives multiple JOIN packets incatgberiod, it may be able to infer
that the safety level o downgrades beloW. To cope with this problem, a node should not
send JOIN packet immediately after it eavesdrops an ADVEBSETinessage. Instead, we let
a node wait for a random time period before it sends JOIN ga€k&ing the waiting period,

if a node receives another JOIN packet, it waits for anotkeam period which ensures that
the eavesdropped JOIN packet has been broadc#stAs long as it does not hear MERGE
packet during the waiting period, it sends its JOIN packehe@vise, it extends the waiting
time further until the merge process finishes. In this wag,X0IN packets are broadcast se-
guentially, and from perspective of the adversary, thetgddsel of P must be no less thah
before merge happens.

An adversary may launch DOS attacks by inserting fake LEAVH®@IN packets. Such
attacks can be prevented by simply letting nodes recaktite population in their current
cloaking box before each split or merge.

In the above algorithms, we assume the network is fully cotete However, in the case
that the network is disconnected, the number of PLUS packditscted by a node may be less
than the actual population of a partition. In the mobile ad hetworks, the movement of mo-

bile nodes may change the topology of the network. For exanspippose two disconnected
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groups of nodes are deployed in a same patrtition. Since @/ o idea the existence of the
other group of nodes, every node uses the number of nodesamwit group to compute the
safety level of the partition, and thus the safety level isregtimated. When the two groups of
nodes move towards each other and become connected, theagumay find out the safety
level of this cloaking box is lower thath

To prevent such threat caused by disconnection, we propsisepde strategy as follows.
As we know, a node can updates the population of its cloakmgvithen it receives corre-
sponding LEAVE and JOIN packets. Suppose the network igilyittonnected. After nodes
start to move, if a node finds the population of its cloaking boddenly changes a lot, which
does not match the LEAVE and JOIN packets it received, it iciems the network is dis-
connected. Then, the node can estimate the population ooiding box according to the
number of nodes in the connected group it belongs to. For pl@arsuppose at the time that
network becomes disconnected, the node calculates tle-ragitween the population before
disconnection and the number of nodes in the connected giithen, the node estimates the
population of the cloaking box by timingwith the current population of the connected group.
Actually, a node can adjust the rattcas necessary. If a largeris chosen, the node tends to
overestimate the population, the cloaking boxes have hafgtyssince the estimated popula-
tion is larger than the actual population with a high probgbiHowever, overestimate may
lead to unnecessary partition merge. The resulting clegoxes with larger size deteriorate

the communication efficiency.

4.1.3 Analysis

In this subsection, we propose an analytical model to eséirmantrol overhead involved
in the cloaking algorithms, which is measured by the numbeontrol packets. Recall that in
our algorithms all the control packets are sent by regior@ddicast. Because nodes do not re-

veal their positions, there is no neighborhood informatwailable to help packet forwarding.
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Thus, we simply assume pure flooding, in which each sensa@ has to forward data packet
as long as it is inside the broadcasting region. Specificdily cost of broadcasting a packet
within a region is equal to the population of the region. Wauase there are: wireless nodes
uniformly distributed in the network domain of size< w, and we also assum% > 20.
Because if%“ < 26, according to Algorithm 4, we know that all nodes will use #m&ire
network domain as their cloaking box.

In the stationary ad hoc network, the cloaking boxes areutatied only once right after
the network is deployed. When calculating the populatioa pértitionP, every sensor node
inside broadcasts a PLUS packet wittita The total number of packets i§?(P), and the
cost for each node i%/(P). Under uniform distribution, the population of the paditiis

approximately proportional to its size, and the populatba partition at deptlt in the BP-

tree is52;. Thus, the cost of a node when computing the population oftitipa at depthk

in BP-tree can be estimated@$k) = ;. In addition, as explained in Algorithm 4, a sensor

node stops searching when it finds the safety level of a waris less tharzd. Under uniform
distribution, the cloaking bok of any sensor node has the same size. It contains only the node
itself, and it satisfieg < % < 20. Thus, we can infer that is the on the deptld,,., =

log, 22| in the BP-three. Therefore, the overall number of packetsIsga sensor node in
calculating its cloaking box can be estimatedgs, = . C(i) = (2 — 2! ~%me=)m,

In the mobile ad hoc network, the initialization of cloakibgxes is very similar with the
stationary ad hoc network. In the analysis, we focus on thakihg box update and estimate
average number of control packets sent by a mobile nodempernnit. Supposkis a cloaking
box at the depth in the BP-tree. When a node moves oubot broadcasts a LEAVE packet
within b, and the cost i€)).,.. = N(b). If the safety level ob becomes larger tha@ud, b is
split, and every node insidewill recalculate its cloaking box by broadcasting a PLUSkadic
in b's child partitions. The cost’,,;, is bounded bya N?(b) < Cypie < N?(b). The lower

bound denotes the cost when mobile nodes ia uniformly distributed; the upper bound

denotes the cost when oneid child partition is empty. On the other hand, if a mobile aod
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moves intob, a JOIN packet is broadcast insidlevith costC},;,, = N(b). If the safety level
of b downgrades lower thath every node irb broadcasts a MERGE packet withiis parent
partition P(b), the cost of which isV(b)N(P(b)). Then all nodes inP(b) recalculate the
safety level ofP(b) by broadcasting PLUS packets, the cost of whicivig P(b)). Thus, the
total cost of the merging processis§,e,qc = N(P(b))(N(P(b)) + (N(b))).

Suppose mobile nodes follow a random walk model, in whiclvatyetime unit, a mobile
node moves with a randomly picked direction and speed. Aliegito (64), the time duration

that a randomly moving unit may stay in an area can be appw@ieithas an exponential

TA

distribution and the mean staying timefis- BT

whereA is the areal is the perimeter of
the area, and’[v] is the average speed of the mobile unit. As discussed aboger uniformly
distribution, the cloaking boxes of mobile nodes are atlalépt,. in the BP-tree. Thus, the

average time duration that a mobile host stays inside itkahg box ist = 2dmaw,f};[';§’L(de),

whereL(k) = sprb— + sy IS the perimeter of a partition at depthin the BP-tree.
Since the random walk does not change the uniform distohutheoretically, neither split nor
merge happens during the movement of mobile nodes, and tetoverhead is composed
of only LEAVE and JOIN messages. In reality, split and mergg/imappen but the frequency
must be very low. Thus, in the analysis, we only count the LEAhd JOIN messages. Since
the cloaking boxes contain only one node, the cost of bradohgal EAVE and JOIN is equal
to 1. Therefore, during cloaking update, the average nurabeontrol packets sent by a

mobile node per time unit can be estimated8gi.:c = %

4.1.4 Performance study

To evaluate the performance of the proposed schemes, walbagped a detailed sim-
ulator. We implemented a mobile ad hoc network in which a nemd§ mobile nodes are
distributed in a rectangular domain. Our simulation cassig two phases: mobile nodes

first initiate their cloaking boxes using Algorithm 4, an@thmove following a random walk
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model and update their cloaking boxes whenever necessay Algorithm 5. We are mainly

interested in two performance metrics:

e Cloaking area This metric measures the potential impact of locationldlogon the
applications that rely on node location information. We mwga cloaking area as the
average size of cloaking boxes used by each node in simulattince a node may
use different cloaking boxes, we compute its cloaking aseagutime weighted aver-
age. Suppose during a simulation time period®fl’], a node has its cloaking box

{ag, a1, - ,a;} at time ticks{0, ¢, - - - , ¢}, respectively. The node’s cloaking area is

ai-(tiy1—ti)+ap-(T—ty)
T .

3kl
computed aget izt

e Control overhead This metric measures the communication cost incurred bgtion
cloaking. We evaluate two communication cosis,;; and C,4.., incurred in two
simulation phases, respectively;,;; is the average number of control packets sent by
each node in the initial domain partitioning. This cost meas the communication
efficiency of Algorithm 4. On the other hand,,4..c measures the communication cost
incurred after nodes start to move, and therefore evaltiaesfficiency of Algorithm 5

It is defined as the average control packets sent by each modien unit.

Table 4.1 summarizes the parameters used in our study. $Joteerwise specified, the
default values are used. When the distribution of nodes if®um, the performance of our
techniques can be predicted with our analytical model. Tiuesfocus on evaluate the per-
formance of our techniques under a non-uniform distribbutitn our simulation, the initial
distribution of nodes follows a normal distribution. To anssuch a distribution, we partition
the networks into many small grid cells, and then deployed#ht number of nodes in cells so
that the node population in cells obeys a normal distrilbugipproximately. The movement of
nodes follows a random walk. As such, as nodes continue te@pibgir distribution eventu-

ally become uniformed. Our simulation stops when the chafigeerage cloaking box sizes
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become less than 5%. In the next subsections, we report lreotwthperformance metrics are

affected by safety requiremefitnetwork density, and nodes’ moving speed.

Table 4.1 Simulation parameters

| parameter | range | default | unit
network domain 1000 x 1000 | 1000 x 1000 | meter?
node number 200 - 700 400 unit
transmission radius 50 50 meter
node speed 1-5 3 meter /sec
safety requiremertt | 20 — 180 100 unit

4.1.4.1 Effect of safety level

In this study, we investigated the impact of safety levellegerformance. We partitioned
the network domain into a number of grid cells, each beihg 20 meter?, and deployed 400
nodes in the grid cells in a normal distribution with variarma 0.05, 0.1, and 0.5 respectively.
Here the variance is normalized by dividing grid cell popiola with the total number of
nodes. Thus, the larger the variance is, the more even thesrer@ distributed. The value
of safety requirement is varied from 20 to 180, and the peréorce results are plotted in
Figure 4.5. Figure 4.5 (a) shows that the cloaking area gefawhen the variance of the
distribution is more skewed. This is due to the fact that uradenore uneven distribution,
more nodes are deployed closer in some small region, calzsoey cloaking boxes for these
nodes. The figure also shows that the cloaking area unddwa# tariance settings increases
as the safety requiremefitincreases. Under the same distribution setting, a latgeakes
it more difficult to find a small partition that has sufficiemtfsty level. Figure 4.5 (b) shows
thatC},,;; is higher when the distribution is more skew. This can bearpld as follows. The
cost that every node inside a partition broadcasts a PLUSageswithin it is equal to the
square of its population. Thus, when a partition is splig tbtal broadcasting cost in two

child partitions is less when the difference between thepytation is larger. Therefore, the
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more uneven distribution tends to have a higher init coste figure also shows that in all

the three distributions};,,;; decreases asincreases. A smallet leads to smaller cloaking

boxes, which have larger depths in the BP-tree. This meanddmain partition procedure

goes deeper in the BP-tree, thus incurring more controlrmaeat.

Init cost
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Figure 4.5 Effect of safety requirement

Update cost

Figure 4.5 (c) shows that as the safety level increaSgs.:. decreases under distribution

with variance 0.5, but increases under distribution witharece 0.1 and 0.05. Under random

walk, the uneven distribution will become more and moreamif as the simulation runs. For

a distribution with a larger variance, the initial cloakihgxes are smaller. Partition splits or

merges happen less frequently, and the overall updatescostinly composed of the LEAVE

and JOIN messages, the number of which is inversely prapwatito the size of cloaking

boxes. By contrast, when the distribution is more skewedyyniaitial cloaking boxes are
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very large. Thus, more partition splits take place aftemibeges start to move, thus generating

more control overhead.
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Figure 4.6 Effect of network density

4.1.4.2 Effect of network density

This study investigated the impact of network density onpggormance of our cloaking
algorithms. We seff = 100, and varied the node number from 200 to 700. The performance
results are shown in Figure 4.6. As showed in Figure 4.6 (&) ctoaking area increases as
the network becomes denser. In a non-uniform distributiodes are more densely deployed
in some regions, and given a distribution with certain vagceg the node density in these
regions is proportional to the network population. Thus, gfze of cloaking boxes increases
as the network population increases. Figure 4.6 (b) shoats’t);; increases linearly as the

network density increases. Since the cost of broadcastiag?bUS packet to every node in a
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partition is equal to the population of the partition, givedistribution with certain variance,
the population of a partition is proportional to the netwgdpulation. Thus, the cost of
broadcasting a PLUS packet in the partition is also propodi to the network population.
Figure 4.6 (c) shows that as the network density increasgs,. for all three distributions

increases, and the increment is sharper when the distiibudiriance is smaller. As explained
in the previous study, when a distribution is more skew, npaeition splits occur and thus
generate more control overhead. In addition, the cost dtisgl a partition is proportional to

the square of the population of the partition.

4.1.4.3 Effect of node mobility

This study investigated the impact of hode mobility on thefgrenance of our cloaking
algorithms. We deployed 400 nodes in the network domain,vanied the speed of mobile
nodes from In/sto 5m/s. Under a random walk model, the distribution of mobile noatis
become more and more even as time elapses. In order to sei@yfélct of node mobility on
the distribution change, we ran all simulations within a edime interval. The performance
results are shown in Figure 4.7.

Figure 4.7 (a) shows that as the moving speed increasedptilérg area decreases. This
is due to the fact that a higher mobility causes a skew digioh to become even faster. When
the distribution becomes even, the size of cloaking boxesniallest. Figure 4.7 (b) shows
that the curves fo€;,,;; are flat. Since this cost is measured before nodes start te,nas
not affected by the node mobility. In contrast, as node nigtithcreases(,,q... INCreases
under all the three distributions, as showed in Figure 4).7 {¢hen the mobility is higher,
there are more events that nodes move out of their cloakirgdhoAs the figure shows, the
increment ofC,,4... becomes smaller when the mobility increases. This can blaiexg as
follows. When the average moving speed is higher, it takestiene for the node distribution

to become even. When the distribution is even, the majoptjate cost comes from LEAVE
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and JOIN, the frequency of which will become stabilized.
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Figure 4.7 Effect of node mobility

4.2 Location secure routing

The above cloaking techniques show that reducing the lmtagsolution is effective in
protecting wireless nodes’ location safety. However, & hasignificant impact on the geo-
graphic routing protocols in ad hoc networks. First, erigiprotocols may suffer efficiency
loss. For example, in order to deliver a packet to a destinatode, we should broadcast the
packet in the node’s cloaking box, which incurs a lot of rogtoverhead. More importantly,
the operations of these protocols such as packet forwardagallow an adversary to refine
a node’s location resolution, thus reducing the requiredllef protection.

As an example, consider Figure 4.8. It shows three nodeshencbrresponding cloaking
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regions that they disclose Supposel sends a packet. I8 forwards the packet, thehwould
know thatB must be within its transmission range, thus allowing it tiinee B’s location. To
prevent such location refinement, a node should avoid falwgra packet unless its cloaking
region is completely covered by the sender’s transmissinge. In this example, only can
forward a packet originating from. The problem is how a receiving node can determine if
this condition is satisfied. It may first appear that we camhetsender advertise its transmis-
sion radius. But doing this would place the sender in danjeB knows A’s transmission
radius, it can refined’s location based on the signal strength it receives. Indeeen if a
node makes its transmission range known, such informatanat be trusted. This is due to
the fact that the node may be compromised and falsify thenmdition for location refinement

attack.

Figure 4.8 Location refinement attack

Our research in this section investigates the impact otimealoaking on geographic ad
hoc routing protocols and introduce a new concept calbdd link A network link is said to
be a safe link if the packet delivery through the link doesailmiw an adversary to refine the
sender and receiver’s location resolution. Assuming asgtnaxcommunication links, where
nodes keep their transmission radius in secret, we propsskiton that allows a node to de-
termine whether or not a link is safe based on the receivetkgirength. With this technique

in place, we propose a location secure routing protocol jLERe existing protocols such as

Throughout this chapter, we will use a dashed circle to denatode’s cloaking region and a solid one its
transmission coverage.
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GPSR (3), LSR tries to route a packet using nodes closer was$ination whenever possible,
and if not, detours the packet along some faces in the netearkectivity graph. However,
LSR constructs a routing path using only safe links. Moreowean work with inaccurate
location information. To our knowledge, LSR is the first ad houting technique that is de-

signed with built-in mechanisms to prevent routing adegatfrom being used to refine nodes

location.

421 Safelink

We consider an ad hoc network deployed in a two-dimensiooespé&/ithout loss of gen-
erality, we assume each location reported by node<ieaking circle As mentioned early,
A node’s cloaking circle needs to contain the its positiod satisfy other conditions, depend-
ing on the protection type (privacy or safety) and the le¥ghrotection. Since the focus of
this work is on the design of routing mechanism, we will noh@ern ourselves the details of
computing a cloaking circle, but simply assume some exgsechnique is used.

We assume the adversary has access to the communicationg #meaetworking nodes
(e.g., it can be one of these nodes) and know nodes’ locatformation which they disclose
in packet delivery. The adversary is interested in locategfimement attack, which is to derive
more accurate location than reported. As discussed in thedinction, the key to prevent
such attack is to ensure that data packets are forwardedlonlygh safe links. That is, when
a node receives a data packet, it should not forward the packess the cloaking circle it
discloses is completely covered by the sender’s transomgsinge. The problem is how to
verify this forwarding condition without knowing the semdetransmission radius. Here we
present two approaches.

The first approach lets a node estimate if its cloaking cicleompletely covered using

only the signal strength it receives. According to the Frpac® Model (65), given a pair of
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sender and receiver with a distancelpthe signal strength at the receiver can be computed as

By

PT:kﬁ’

(4.1)

whereP; is the sender’s transmitting power (i.e., the signal stiierad) the sender site) arid
is a constant. Thus, given a received signal strejffa node can estimate the distance that
the signal can be further propagated/as= (k%)%, whereP, is the minimum signal strength
that is detectable to a node. L&tbe the maximum distance from the node’s current position
to the boundary of its cloaking circle. i < d;, the receiving node can be assured that its
cloaking circle is within the sender’s transmission range.

The above scheme is simple to implement and guaranteesatseopiositive verification.
It, however, is a pessimistic solution as it assumes thetvetrgation: the sender is right on
the receiver’s position using the minimum transmission @own reality, the sender can be
far away, which means that the actual transmission powerget than the signal strength
sensed by the receiver. Since we assume each node is wdlidigdlose its cloaking circle,
and location verification techniques (e.g., (66; 67)) caafiy@ied to verify the trustworthiness
of such information, we can take advantage of the cloakindecdisclosed by the sender to
estimate its transmission coverage.

Figure 4.9 (a) shows two noded, and B, and their corresponding cloaking circlés
andC. SupposeB receives a data packet sent Hyand the received signal strengthHs.

If B knowsA’s exact positionB can computed’s transmission poweP; = , Where

Pr|ABJ?
k

|AB| denotes the distance betweérand B, and A’s transmission radius = (k%)%, where

P, is the minimum signal strength detectable to a noBlecan then derived’s transmission

coverage, which is the circle centered dis position with a radius of, and check ifCp is

within the coverage. The problem i8,does not knowA’s exact position, but only knows that

itis insideC'4. A simple solution is to computd’s transmission coverage for every position

in C4. If each of these possible coverages contéipsthen B can forward the data packet.

This approach, however, requires intensive computation.
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To address the above problem, we have come up a more effipigrdach. Letl; = |BX|
be the shortest distance frabhto the boundary ofl’s transmission range. Lélz denote the

center of B’s cloaking circleC's, Y be the point that linedOp intersects withC'z, and Z

be the point thatdOp intersects with the boundary ¢f's transmission range. Ld?’ be the
point on lineAOp such thai AB| = |AB’|, andd, denote the length of segmeBtY". These

notations are illustrated in Figure 4.9 (a). Our solutiohased on the following theorem.

bounqar_y of A’s N
transmission range

(a) Verify if Cg is covered by A’s (b) Estimate the value of d, and d,'
transmission range

Figure 4.9 Safe link verification

Theorem 1. C is entirely covered byl’s transmission range— d; > d».

Proof. First of all, sinceAO g overlaps with the diameter 6fz, we have the equivalencé’s
is entirely covered byl’s transmission range—- |AZ| > |AY|. In addition, sincé AX| =

|AZ| which is the transmission radius, apdliB| = |AB’

, we have the equivalencé;j > d,
<~ |AX| > |AY| < |AZ| > |AY|. Therefore, combining the two equivalences, we can

infer thatC'z is entirely covered byl’s transmission range—- d; > ds. O

So the question now is how to computgandd,. Let’s first considerl;. We know that
dy =r—|AB| = Pﬁ[(g)% — (£)2]. SinceP,, k, andP; are all fixed d; is determined byl’s
transmission powepP;, and a smallef’; results in a smalle#;. According to Equation 4.1,
P = %, P, has a smaller value whe#t is closer toB. So P, is smallest whem is at

W (see Figure 4.9 (b)), the point where liag B intersects with the boundary 6f,. As
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such,B can use the distan¢®’ B| to compute the minimum value @} and then compute the
minimum value ofd;. Clearly, as long a§'4 does not coveB’s position, the minimum value

of P, is larger thanP,, and therefored; will be larger than derived by the first approach.

Algorithm 6 Link safety verification
LinkStatusp) // executed by each node

1: P, + receiving signal strength of
C'4 + cloaking circle of sended
C'p « cloaking circle of receiveB
{estimate minimuna; }
W « intersection ofBO4 andC4
dpin < |W B|

2

P = 0
dy + P2 [(£)F — (£)2]
{estimate maximum, }
compute two tangent line¢'Og and A”Op
. if Bisin betweend’Op andA”Opg then
d/2 < |BOB| + R
. else
dy = MAX{|A'Op| — |A'B|,|A"Op| — |A"B|} + R
- end if
. if dy > d), then
return SAFE
: else
return UNSAFE
- end if

©® dodArDN

-
Q

N R R R R R R R R R
O ©®~NO® U NWNER

We now considetl,. As shown in Figure 4.9 (a, = |AY'| — |AB| = |AOg| — |AB|+ R
where R is the radius ofCz. Since in the triangleN AOg B the length of edgd3Op does
not change no matter wherkis, |AOg| — |AB| has a larger value when the anglel BO

is larger and its maximum value |8Oz|. Therefore,B can first calculate the two tangent

lines of C'4 which pass througlyz, denoted ast’Op and A”Op, as illustrated in Figure 4.9
(b). If Bis in between the two line$AOg| — |AB| has the maximum value when the angle
ZABOg = m and in this case the maximum valuedfis equal td BOg| + R. Otherwise B
computesA'Op|—|A'B|+ R and|A”"Og|— A” B|+ R respectively and chooses the larger one

asd,’s maximum value. Thus, if the maximudh is no larger than the minimum, B can be
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assured that it is withimd’s transmission range. We can see that this approach canutemp
a more accurate maximum value &f as long asB is not in between the two tangent lines.
Thus, it generates less false negative verification of salks.| The pseudo code of the second

verification approach is shown in Algorithm 6.

422 LSR

We now consider how to construct a routing path with safesliakd inaccurate location.
Each data packet has the following fields in its headec:pos (the location of the source
node),dst pogthe location of the destination nodénr_pos(the location of the node which
is forwarding this packet). When a source node sends a packalestination node, it fills in
src_posanddstpos The fieldfwr_posis initialized with the sender’s location. When a node
forwards this packet, it updates the field with its own looati

Similar to other protocols like GPSR, the proposed LSR alsoks/in two modes: 1)
greedy routingwhich is used whenever possible;fage routing which is used where greedy

routing does not work. We explain these two modes in thefiotlg subsections.

4.2.2.1 Greedy routing

When a node receives a packet, it computes whether the lgafésand whether it is closer
to the destination than the sender. If any one of the two ¢mmdi is not satisfied, the node
drops the packet. Otherwise, it waits for a certain timequerDuring the waiting time, if the
node eavesdrops the same packet forwarded by some otherindiags the packet. Other-
wise, it forwards the packet. The length of the waiting peligset to be proportional to the
distance between the node and the packet destination. Asaunode closer to the destination
waits shorter and has a higher probability to forward. If deorwards a packet, it also sends
an acknowledgement packet back to the sender with a tratirggnitower which is ensured

to cover the sender’s cloaking circle. If the sender doeset#ive any acknowledgement, it
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means there is no safe link to any other node closer to thendésth. When this happens, the
packet forwarding switches to face routing mode, which wiediscuss later.

The above strategy constructs packet routing path usingsaié links. It is worth men-
tioning that this approach is also lightweight as it avoidggetive location advertising. In
existing protocols like GPSR, a forwarding node needs tankalb of its neighbors’ position
in order to choose the next hop that is closest to the destimdtor this purpose, every node is
required to periodically update its latest location to gsgimbors. This not only incurs signif-
icant routing overhead, but also is subject to location esfiant attack. When a node makes
frequent location updates, the time-series sequence afoiiesponding cloaking areas may
be correlated to refine its location.

One problem of implementing the above routing scheme is lbosompute the distance
between two nodes. To make a forwarding decision, a nodesrieecbmpute the distance
from the packet sender and itself to the destination nodee3io node reveals its exact posi-
tion, we estimate the distance between two nodes by megdheraverage distance between

a pair of points in the two cloaking circles respectivelyfied as follows:

1 )
D(Cy,Cy) = / Dist(p1, p2) dp: dps, (4.2)
o Jos

N AlAQ

whereC; and(C; are the two cloaking circles)ist(py, p») is the Euclid distance between a
positionp; in C; and a position, in Cs; A; and A, are the area af’; and(C', respectively.
Another problem is how to deliver the packet to the destomatiode without knowing its
accurate location. It may first appear that we can simplyyagi# above routing scheme to
forward the packet and when the packet reaches the cloakiclg of the destination node,
a regional broadcast in the cloaking circle can be launcbettomplish the delivery. This
strategy, however, does not guarantee the packet delsgrge nodes use the average distance
defined in Equation 4.2 to make a forwarding decision, thé&iposvhere the packet enters the
cloaking circle of the destination node may not be the onkishaosest to its actual position.

If the sub-network in the cloaking circle is not connecteel placket may not be able to reach
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Figure 4.10 An example of delivery failure.

the destination node. In the example shown in Figure 4. Hp#ttket is forwarded tO' in the
cloaking circleC', of destination nodé. SinceC cannot reach fronD directly, the packet
delivery will fail even with a regional broadcast of the patkithin Cp. Yet, there actually
exists an external path frogito D, whichisA — B — E — D.

To cope with this problem, we proposed to involve more nodesuting when a packet
reaches the cloaking circle of the destination node. If afsalansmission range overlaps the
cloaking circle of the destination node, it will forward tpacket as long as the link is safe,
no matter whether it is closer to the destination than theeemnd whether it eavesdrops the
packet forwarded by other nodes. In the same example as shdvigure 4.10, the nod&
will also forward the packet froml even though the packet has been forwarded’byAs a
result, the packet can reach the destination along the tbute B — E — D. The pseudo

code for our proposed greedy routing is given in Algorithm 7.

4.2.2.2 Face routing

When a node forwarding a packet does not have any neighbidsttlaser to the destina-
tion and forms a safe link, the packet reaches a dead-en@@ugrouting mode. When this
happens, the packet forwarding switches to face routingenmdwhich the packet delivery

is detoured around the dead-end until a closer next-hopuisdfo The face routing in LSR
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consists of three components: 1) connectivity graph geieera2) planarization, 3) packet

forwarding. We discuss them as follows.

Algorithm 7 LSR greedy routing
Greedyp) // executed by each node
1: s < LinkStatus(p)
2: if s = UNSAFEthen
3:  drop packet and return

4: else
5. (p « cloaking circle of the destination
6: if node’s transmission range overlaps witph then
7 forward packet and return
8. else
9: d' + distance from node to destination
10: d" «+ distance from sender to destination
11: if d > d" then
12: forwarding« false
13: else
14: forwarding<« true
15: end if
16: end if
17: end if
18: if forwarding = truethen
19:  waitT
20: if packet is forwarded by others during waititigen
21: drop packet
22: else
23: forward packet
24: endif
25: else
26: drop packet
27: end if

The first component constructs the network connectivitplgraith safe links. Specifi-
cally, when a nodel switches to the face routing, it locally broadcasts a quagkpt. When
receiving such a query, each of its neighbors verifies itsdafety and sends an acknowledge
back if the verification result is positive. This allowsto figure out all its outgoing links
in the connectivity graph. Figure 4.11 (a) shows an exampplera/a subnetwork containing

three nodes is mapped to the directed graph in Figure 4.1 N@i§ that since each node can
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have its own cloaking circle and transmission range, the kais in the connectivity graph
are asymmetric, and such asymmetric links can lead to rpfditures. This will be explained

later when we discuss the third component.

r’~

—

(a) (b)

Figure 4.11 An example of connectivity graph generation.

Similar to GPSR, face routing in LSR forwards a packet usigigtrhand rule. The correct
operation of right-hand rule requires the network connégtigraph be planar, which does
not contain cross links. Therefore, the second component$SR planarizes the network
connectivity graph by removing the cross links. It is wortentioning that in the presence
of location inaccuracy, planarization may disconnect teevork. This problem has been
addressed in (68; 69). LSR just applies the techniques setpapers to ensure the network
connectivity after planarization.

The third component applies the right-hand rule and foraargacket around the dead-
end until finding a closer next-hop to the destination. Thgomzhallenge is how to deal with
routing failures brought by asymmetric links in the netwdrka planar graph, the connecting
line from the source to the destination must go through a rurabopen or close elementary
faces?. If the connectivity graph is undirected, i.e., all linkseaymmetric, a packet will
be routed around these faces one by one using the right-hd@drom the source to the
destination. For example in Figure 4.12, a packet ftomoe D should be routed around faces

SAB, ABF, BEGF, and FGD consequently. In LSR, however, the network connectivity

2An elementary face is a face that does not contain other faces
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Figure 4.12 An example of face routing.

graph is directed. Simply applying the right-hand rule may ne able to route a packet
correctly, because sometimes a packet cannot be routeddatba boundary of a face in a
directed graph. For example, as shown in Figure 4.12, whepdlcket reacheB, it cannot
be forwarded aroun® EG F' since there is no link fron® to £. Following the right-hand rule,
the packet will be forwarded t0', and then it will loop aroundC'E until TTL is exhausted.

To solve this problem, we need to prevent the packet beintgdom a face likeBCE
which is not crossed by the connecting line from the sourddeadestination. Our strategy
is as follows. When a packet cannot be forwarded around aFage the connecting line,
we deactivate the one-way link, sély which stops the packet forwarding (e.g., lifk3 in
Figure 4.12), and then route the packet around the Fdaghich is composed oF and the
elementary face on the other sidelofSincel’ is deactivatedF’ must be an elementary face
on the connecting line. In the example shown in Figure 4. B8R Wwill route the packet around
face BCEGF.

Algorithm 8 shows the pseudo code for a node to relay a packeface routing mode.
We let every forwarding node include its identity in the riagtheader of the packet, and thus
all the en-route nodes who have forwarded this packet fofonaarding listin the header.
Then, when a new forwarding node selects a link using rigimehrule, it checks whether the

node on the other side of the link already exists in the fodivay list. If not, the node forward
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the packet on this link. Otherwise, it means that the packbeing forwarded around a face

not on the connecting line. Thus, the node deactivatesittksahd chooses the next available

link using right-hand rule. In the same example shown in fFégul12, when the packet reaches

E, nodesS, B andC has been included in the forwarding list. Following riglatdd rule,E

selects Iinkﬁ first. But B exists in the forwarding list. Thugy finds the next available link

ﬁ. Sinced is not in the forwarding listE will forward the packet though this link. As a

result, the packet will be routed around faBé' EG F', and finally reaches destinatidh

Algorithm 8 LSR face routing

Facep) // executed by each node
1: | « link wherep is sent from
2. L + forwarding list ofp
3: while truedo

4:  {find next link using right-hand rule
5. ' <~ RightHand(l)
6: if I’ = null then
7: {no link availablg
8: drop packet and return
9: else
10: N < node on the other side &f
11: {check if this link should be deactivatpd
12: if N € Lthen
13: continue
14: else
15: {add N to forwarding list and forward packpt
16: L+ L+ N
17: forward packet and return
18: end if
19:  endif
20: end while

4.2.3 Performance evaluation

For performance evaluation, we have developed a detaiedlaior. We implement two

versions of LSR. The two schemes, which we will refer to as {fRic and LSR-adv, are

different in the way of verify link safety. In LSR-basic, ad®receiving a data packet uses
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only the received signal strength to determine if it is saféorward the data packet, while
in LSR-adv, a node would leverage both the signal strengthtta@ location disclosed by the
sender. For comparison purpose, we have also implementgabaoach referred to &dative
This scheme lets a node forwards a received packet as lortgsasloser to the destination
than the sender. However, unlikeS Ry, and LS R,q4,, this scheme lets a node forward a
data packet without verifying link safety and is therefaubject to location refinement attack.

We are mainly interested in two performance metrics:

e Cloaking area The location disclosed by a node can be refined if the nodejpates in
data forwarding without considering link safety. The metf cloaking area is defined
to be the size of a node’s cloaking circle known to an advgsier location refinement.
As such, this metric measures the degree that a node’sdoazan be refined. We report

the average cloaking area of all nodes.

e Delivery rate This metric is defined to be the ratio between the number taf packets
that are successfully delivered to their destination amdtthal number of data pack-
ets transmitted. The delivery rate measures how reducedidocresolution and the

forwarding conditions have impact on the routing perforoean

Table 4.2 summarizes the parameters used in our study. $Joteerwise specified, the
default values are used. We simulate an ad hoc network inhmmocles are deployed in
a rectangular domain. In each simulation, we generate a euwfbnodes and randomly
place them in a000 x 1000 m? network domain. That is, each node’s coordinatesin
andY axis are randomly chosen frof, 1000]. After deployment, each node initializes its
exposing location as a cloaking circle with a radius rangochiosen from [rmin, r-max]. In
each simulation, we create a number of routing tasks, eactaiceng a pair of source and
destination nodes which are selected randomly. Duringmgué forwarding node randomly

chooses its transmission radius fromfiitn, R max]. In the next subsections, we focus on
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how the two performance metrics are affected by the iniiieé f nodes’ cloaking circles,

network density, and nodes’ transmitting power.

Table 4.2 Parameters

| parameter | range | default | unit
network domain 1000 x 1000 | 1000 x 1000 | meter?
node number 800 - 1200 1000 unit
r_min 20 20 meter
r_max 40 - 80 60 meter
R_min 60 60 meter
R_max 100 - 200 150 meter
routing tasks number 300 300 meter

4.2.3.1 Effect of initial cloaking circle

This study investigates the impact of nodes’ cloaking eigize on the performance. We
generate 1000 nodes and deploy them randomly in the netvaoriach. The value of max-
imum radius of nodes’ initial cloaking circle is varied froA® to 80 meters, and the per-
formance results are plotted in Figure 4.13. Figure 4.13(@ws that Native results in a
much smaller cloaking area and thus fails to protect noaesitlon privacy/safety. Since this
scheme let a node forward a data packet as long as it is ctoder tlestination than the sender,
it is prone to the location refinement attack. In contras,pgloposed LSR lets a node avoid
forwarding a data packet whenever it determines that theisimot safe. As such, a node’s
location resolution known to an adversary is the same aslibelbsed by the node. Note that
both LSR-basic and LSR-adv have this feature, so they shargame line.

Figure 4.13 (b) shows that both LSR-basic and LSR-adv havesdlexr delivery rate than
Native, and the delivery rate decreases as the size of tla&intpcircle increases. In LSR,
a packet is forwarded only via safe links. Thus, sometimeeetis not a safe path from the
source to the destination even if the network is connectelde\a cloaking circle increases,

the chance of its being totally covered by a node’s transonssnge reduces. Thus, there
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Figure 4.13 Effect of cloaking circle

are less safe links in the network when the size of cloakinges increases, making it more
difficult to find a safe route. Figure 4.13 (b) also shows thatdelivery rate of LSR-basic
decreases much faster than that of LSR-adv. This indich&#ghe basic scheme has a much
higher false negative rate on safe link verification. Whengize of cloaking circle is larger,
the number of safe links become too small for an end-to-erntétgiadelivery. On the other
hand, as we can see the delivery rate of LSR is always moredthfan It is worth mentioning
that Native has 100% data delivery rate. This, however, isezed at the expense that the

location of nodes is known to an adversary more accurately.

4.2.3.2 Effect of network density

This study investigates the impact of network density oriinguperformance. We fix the
maximum radius of initial cloaking circle & meters, and vary the node number from 800
to 1200. The performance results are plotted in Figure 4Atshowed in Figure 4.14 (a),
the cloaking area of Native is always much lower than LSR,iaiisohot affected by network
density. This is due to the fact that in Native the next hopvisags selected as the closest one

to the destination, and the distance between two consedatiwarding nodes is not affected
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Figure 4.14 Effect of network density

by the network density. Figure 4.14 (b) shows that the dglivate of Native is always 100%
which means the network is connected under all the aboversystttings. On the other hand,
the delivery rate of both LSR-adv and LSR-basic increaseéiseasetwork become denser. In
a denser network, nodes are closer to each other and thitsrigstnore safe links. Thus, the
chance of having a safe path from a source to a destinatiagheih We can also see that the
performance of LSR-basic is very sensitive to the networsdg. The the density is lower,

the delivery rate deteriorates quickly. In contrast, théqgrenance of LSR-adv is much stable.

4.2.3.3 Effect of transmitting power

This study investigates the impact of transmitting powett@nperformance of the routing
protocols. We deploy 1000 nodes in the network domain, andn@des’ maximum transmis-
sion radius from 100n to 200m. The performance results are shown in Figure 4.15. Figure
4.15 (a) shows that as the transmitting power increases|dh&ing area of Native has a very
slight increment. This is due to the fact that only forwagdimodes’ location may be refined
and a larger transmission range decreases the hop numberrotite between a pair of source

and destination. Figure 4.15 (b) shows that the delivelyy ohboth LSR-basic and LSR-adv
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Figure 4.15 Effect of transmitting power

increase as the transmitting power increases. It is beamdsr the same network density, a
larger transmission range can cover more nodes’ cloakinetecand thus generates more safe
links. More safe links in a network make it easier to find a satege from a source to a desti-
nation. Figure 4.15 (b) also shows that LSR-basic is acbéptes a practical routing scheme
only when the nodes’ transmitting power is high, and comjppaely LSR-adv is preferable in

most scenarios. In the previous study, we have seen a siradalt.
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CHAPTER 5. Conclusion and Future Work

5.1 Summary of Contributions

This thesis includes two of our research subjects, locairosacy protection and location
safety protection. Their objectives are different but lyglelated. The major issue behind is
how to let wireless users disclose their location informratio enable many network applica-
tions, while preventing such location being used to compsertheir privacy and safety. In
summary, our contributions are:

Exploring historical location data for location privacy pr otection. Personal location
data can be correlated with restricted spaces such as haineffaoe addresses for subject
re-identification. This is probably the most practical asdremic way for an adversary to
identify the anonymous users of LBSs. Existing locationetspnalization techniques pro-
posed to address this problem can support anonymous us&Sgf but not location privacy
protection. We proposed to explore users’ historical liocatlata for location depersonaliza-
tion. A cloaking region with different footprints means abeen visited by different people.
Thus, if a user’s location is disclosed as such a region, thvangh an adversary can identify
all these visitors with restricted spaces, he will not knolachk of them was inside the area at
the time of the service request.

Feeling-based privacy modeling.In order to get a certain level of privacy protection, a
user needs to determine her privacy requirement. In thsEshee address the challenge of
modeling location privacy requirement. We first show thatttfaditional/-anonymity model

is problematic, because privacy is about feeling, and ifiedlt to scale one’s feeling using a
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number. Then we propose our solution which circumventsgioblem by allowing a user to
identify herpublic region a spatial region which she would feel comfortable thatiieorted
as her location should she request a service inside it. Cadga choosing a number of
K, thisfeeling-basedtrategy provides a much more intuitive way for users to esptheir
privacy requirement.

Distributed location cloaking for location safety protection. We differentiate location
safety with location privacy. Here adversary in not intezdsn identifying a wireless node in
a network, but locating and destroying it. We propose togmiliocation safety by reducing
location resolution and we defirgafety levebf a cloaking region. We identify three chal-
lenges of location cloaking and address these challengégsloping distributed cloaking
algorithms for both static and mobile ad hoc networks.

Secure location-based routing with cloaked location.We discuss the impact of loca-
tion cloaking on geographic routing protocols. Cloakedatamn downgrades the routing ef-
ficiency, and operations of routing will in turn jeopardizeetsafety protection provided by
location cloaking. Our research address this issue withvaldocation secure routing pro-
tocol called LSR. In LSR, the routing packets are forwardely on safe linkswhich ensure

that adversaries cannot refine nodes’ location resolutyamialyzing the routing traffic.

5.2 Future Research

We envision extending this research along the followingcations:

Modeling and thwarting new types of location privacy intrusion in LBS. Our current
work considers only restricted space identification, baeotypes of attacks are likely. For
example, a user may be observed at some time. A user undet dbrgervation does not
have location privacy, but the observed point may allow areeghry to learn her other visits.
Orthogonal to sucbbservatiorattack isexclusivenesattack. If a user is known to never visit

a location, she cannot be the subject of any trajectory thatins the location. We will model
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and thwart these and other attacks that may be discoveradydbe course of this research.
Developing advanced safety cloaking algorithmsOur current design partitions the net-
work domain into subdomains and each node take some subdashas cloaking box. Since
the safety level of a subdomain can be updothe cloaking box can be further refined to have
a safety level as close as possible to, but no less thaapossible solution is to apply secure
multi-party computation (SMC) (22) that allows multipledes to jointly evaluate with their
private values while ensuring that no one can learn additioformation other than the evalu-
ation results. In addition to such improvement, we will istrgate differential safety cloaking,
in which different nodes may need different levels of safetytection. The motivation is that
instead of providing the same level of protection to all r&dee can let less important nodes
report more accurate location to improve network efficiefdye main research effort will be
on preventing correlation attack. It would be interestiogée how such differential cloak-
ing can complement the existing anonymous routing proto(mb., (38; 41; 43)) for safety

protection.
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